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A identificagdo de individuos com comportamentos e padroes de mobilidade
semelhantes tornou-se essencial para melhorar o funcionamento dos servi¢os urbanos.
Entretanto, como esses padroes podem variar com o tempo, essa identificagao precisa
ser feita periodicamente. Além disso, uma vez que os dados de mobilidade expressam
a rotina dos individuos, a privacidade deve ser garantida. Neste trabalho, propomos
um framework para detectar e agrupar periodicamente individuos com semelhancas
de comportamento em comunidades. Para isso, criamos um modelo autoencoder
para extrair features de mobilidade espago-temporal de dados brutos do usuério
em intervalos periddicos. Usamos a Federated Learning (FL) como abordagem
de treinamento para preservar a privacidade e aliviar os custos de treinamento e
comunicagao. Para determinar o nimero de comunidades sem arriscar um valor
arbitrario, comparamos as escolhas de dois métodos probabilisticos, o Critério de
Informagao de Akaike (AIC) e o Critério de Informagao Bayesiano (BIC). Como
as comunidades sao atualizadas periodicamente, também analisamos o impacto de
amostras antigas no framework proposto. Por fim, comparamos o desempenho de
nossa solucao baseada em FL com uma abordagem de treinamento centralizado.
Analisamos as métricas de similaridade e dissimilaridade em amostras de mobilidade
e o tempo de contato dos individuos em trés cenérios diferentes. Nossos resultados
indicam que a AIC supera a BIC ao escolher o nimero de comunidades, embora
ambas satisfagcam as métricas de avaliagao. Também descobrimos que o uso de
amostras mais antigas beneficia cenarios espaco-temporais mais complexos. Por fim,
nao foram detectadas perdas significativas quando comparadas a uma abordagem de

treinamento centralizado, reforcando as vantagens de usar o método baseado em FL.
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Identifying individuals with similar behaviors and mobility patterns has become
essential to improving the functioning of urban services. However, since these patterns
can vary over time, such identification needs to be done periodically. Furthermore,
once mobility data expresses the routine of individuals, privacy must be guaranteed.
In this work, we propose a framework for periodically detecting and grouping
individuals with behavioral similarities into communities. To accomplish this, we
built an autoencoder model to extract spatio-temporal mobility features from raw user
data at periodic intervals. We used Federated Learning (FL) as a training approach
to preserve privacy and alleviate time-consuming training and communication costs.
To determine the number of communities without risking an arbitrary number, we
compared the choices of two probabilistic methods, the Akaike Information Criterion
(AIC) and the Bayesian Information Criterion (BIC). Since the communities are
updated periodically, we also analyzed the impact of aged samples on the proposed
framework. Finally, we compared the performance of our FL-based solution to a
centralized training approach. We analyzed similarity and dissimilarity metrics on
mobility samples and the contact time of individuals in three different scenarios. Our
results indicate that AIC outperforms BIC when choosing the number of communities,
although both satisfy the evaluation metrics. We also found that using older samples
benefits more complex spatio-temporal scenarios. Finally, no significant losses
were detected when compared to a centralized training approach, reinforcing the

advantages of using the FL-based method.
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Chapter 1
Introduction

As the process of urban development advances and the demands for improvements in
people’s quality of life grow in aspects such as education, health and transportation,
for example, it becomes important to comprehend the urban routines across various
domains. Understanding how these dynamics occur is a fundamental part of creating
urban spaces focused on collective needs and capable of providing benefits to the
citizens’ well-being, sustainability and smart development [1. 2]. In this context, the
analysis of urban mobility, i.e., the presence of people in certain spaces and their flows
and interactions, is capable of revealing valuable information about both individual
and collective spatio-temporal behavior patterns, such as commuting demands [3],
stopover areas [4], points of interest [5], etc.

Identifying these behavioral patterns helps both to understand the relationship
between mobility and the use of resources — as well as their allocation — in the
social and spatial spheres of cities [6], and to improve some strategic sectors, such
as transportation systems [7], epidemic modeling [§|, socioeconomic indicators [9],
among others. Since different individuals (or users) can have similar behavioral
patterns, detecting those with high behavioral similarity would allow us to form what
the literature calls communities [10].

Community detection has proved valuable in various fields of study, from computer
science to sociology and biology [11], and consists of dividing a network into subgroups
(the communities) in which the nodes within a subgroup are strongly connected,
while nodes in different subgroups have weaker connections. From this, individuals
that move within the urban space can be considered vertices of a network, and the
similarities between their behaviors are the edges that connect them. To identify
these similarities, the behavior of each user can be characterized by their spatio-
temporal displacement patterns, thus allowing the detection of user communities in

urban spaces.



1.1 The problem of identifying user communities in

urban spaces

As these communities are subject to the mobility characteristics of users, which
can vary over time, they are not perennial entities but can have their compositions
changed according to the behavior of such individuals as time progresses [12]. These
changes can lead to valuable inferences about how people interact, for example,
during the COVID-19 pandemic, when such interactions were one of the crucial
factors in the disease’s spread [I3]. As a result, both the composition and the
periodic evolution of communities become relevant issues. Therefore, setting the
appropriate number of communities is important so that each group is composed
only of users with the most similar behaviors. In turn, periodic evolution implies that
at each subsequent time interval in which there is a significant change in individuals’
behavior, the set of communities must be adjusted.

Although the topic of community detection has been widely studied, few works
have focused on the periodic evolution of communities; some of them include [14-
17]. Furthermore, even fewer studies address this issue when applied to the urban
environment based on spatio-temporal user mobility information [I8]. In parallel,
most of the studies that relate community detection to human mobility do not directly
address the use of spatio-temporal behavioral patterns for grouping individuals.
Instead, they focus on communities based on urban structures [I9-21], where certain
regions are grouped together based on implicit connections, resulting from the origins
and destinations of individual trajectories. However, analyzing individuals’ journeys
can reveal important information about collective behavior as users move through
urban space. Therefore, a few other efforts have been dedicated to detecting these
behaviors and grouping individuals.

In particular, [22] proposes a framework based on deep learning and analyzes the
performance of different autoencoder structures to learn spatio-temporal features
from user mobility data and group them according to their similarities. By using
these structures to extract non-linear spatio-temporal features from image-based
mobility representations, the work improves community identification compared to
other existing methods. Yet, like other efforts, this work, although presenting relevant
findings, does not address the temporal evolution mentioned above. In addition, a
common strategy in existing works, including this one, refers to centralized data
processing, i.e., using users’ mobility data sets as if they were all available centrally
on a server. However, a current discussion refers to the impracticality of gathering
in a data center large amounts of data, usually produced by a massive number of
users, due to possible problems in communication networks and because this sharing

may be subject to privacy restrictions and data sovereignty laws [23].



1.2 Objectives

Therefore, the aim of this work is to detect communities of users in the urban space,
considering both the need to periodically adjust the set of communities and the
impracticality of centralizing the mobility data of these individuals. To overcome
the problem of data centralization, we propose the adoption of Federated Learning
(FL). [24].

Thus, this work aims more specifically to:

1. Conduct a literature review on community detection using machine learning

models and their training approaches.

2. Analyze the strategies adopted in these works to ensure data privacy and the

periodic evolution of communities.

3. Develop a FL-based framework for periodic community detection that meets
data privacy requirements and regularly adjusts the number and composition

of communities.

4. Evaluate the impact of probabilistic methods for choosing the number of

communities in each interval.

5. Compare the influence of using aged mobility samples and only the most recent

ones in training the proposed model.

6. Test and evaluate the effectiveness of the proposed model through experiments
with different real and synthetic mobility data sets, analyzing similarity and

dissimilarity metrics between community users.

7. Compare the results obtained with those of a traditional (centralized) training

approach.
8. Evaluate the quality of communities in a case study.

In the proposed framework, image-based representations of user mobility are cre-
ated periodically and processed by a Full Convolutional Autoencoder (FCAE) model,
so that latent spatio-temporal features are extracted from these representations.
From these features, it is possible to identify similarities among users’ geographical
preferences, enabling their grouping into communities.

As for the FL, it has been adopted in different contexts to provide a privacy-
preserving mechanism, operating on decentralized data and preventing it from
traveling over the network. It is characterized by collaborative learning, in which
multiple devices at the edge of the network contribute to training a shared model

while maintaining all training data locally [25]. In addition, FL is based on the
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data minimization principle, so that minimal updates about the training task are
transmitted to users, who can process the data as soon as it is released, while an
aggregator entity retains minimal information, discarding it as quickly as possible
[26]. In this way, FL solves fundamental problems related to user data privacy during
model training, whereas it can contribute to the periodic analysis of mobility data
for user community detection.

To avoid predetermining an arbitrary number of communities, we propose a
choice based on a probabilistic method at each update. So, we compared the choices
made by the Akaike Information Criterion (AIC) and the Bayesian Information
Criterion (BIC). In this way, one does not need to previously infer the number
of communities, i.e., before the data is analyzed. Finally, since the communities
are updated periodically, we also assessed the influence of aged samples on both
model learning and community detection. Therefore, we propose two window-based
strategies for the processing of samples in local training. Each strategy defines a

number of historical samples to be used to train the FCAE model.

1.3 Research questions and contributions

Through this work, we aim to address three research questions: firstly, based on the
premise that the number of communities must vary over time in order for individuals
to be better grouped, we want to know the implications of using the probabilistic
methods AIC and BIC for this task. Then, since we would like to assess the use
of aged samples, the next question concerns the impact of window-based strategies
on the model training and the communities detected. Finally, since FL consists
of a distributed learning mechanism, we would also like to know whether there is
a significant disparity between the results obtained from a traditional centralized
training approach and our FL-based solution. To validate our work, we used three
publicly available mobility trace sets and analyzed similarity and dissimilarity metrics
among mobility samples and average contact time among intra- and inter-community
users. We also conducted a case study focused on message forwarding in Opportunistic
Mobile Social Networks (OMSN) using community information obtained with our
framework in two real mobility scenarios and two synthetic mobility scenarios.

To the best of our knowledge, this is the first work to propose periodic detection
of user communities in urban space assisted by FL using spatio-temporal behavioral
patterns. It is also the first work to compare different configurations of user commu-
nities, resulting from both the size of the training sample set and the probabilistic
choice of the number of communities by the AIC and BIC methods. As such, the

contributions of this work were summarized as follows:



1. We present an FL-assisted framework for the periodic detection of user com-
munities in urban spaces. The framework allows the number and composition

of communities to vary over time.

2. We show that there is no significant disparity between the results of the
centralized and FL-based approaches, so it is favorable to use a distributed
learning mechanism such as FL to detect user communities in urban spaces,

especially for privacy concerns.

3. Based on our framework, which incorporates a scheme for periodic sample
production and processing, we confirm that time influences the composition of

communities due to changes in the behavior of individuals.

4. We show that, as time progresses, the different choices of the probabilistic
method for the number of communities satisfactorily group individuals who

have behavioral similarities.

5. We show that our framework produces good results for all the evaluation metrics.
In general, these results represent a considerable increase in the average contact

time between intra-community individuals.

6. Through our case study, we confirm the quality of the communities detected
by the proposed framework and how they can help in the delivery of messages

in OMSN, which may motivate their use in other applications.

The remainder of this work is organized as follows: Chapter [2| presents some related
works and the preliminary concepts for our proposal. Our proposed solution is
described in Chapter [3l In Chapter [4], the experimentation datasets, scenarios, model
configuration parameters and a description of the evaluation metrics are presented.
In Chapter [5], the obtained results are analyzed. Chapter [6] presents our case study,
describing the concept of OMSN, our experimental methodology, and the results
obtained. Finally, Chapter [7] presents our conclusions and some directions for future

work.



Chapter 2

Related work

In this chapter, we review some works in the literature related to community detection
in urban spaces, as well as introduce the main concepts related to autoencoders and

Federated Learning, which were used to build our solution.

2.1 Community Detection

Human mobility has been widely investigated in different research areas to portray
different aspects of daily life. Given the abundance and proliferation of devices that
allow mobility data to be collected, a growing volume of records has driven solutions
that seek to extract information about the individuals’ behavioral patterns. In this
context, a branch of investigation consists of identifying meaningful substructures
hidden in these individuals’ interactions and behaviors, the so-called communities.

Many definitions and approaches have been proposed for this interdisciplinary
problem, which has been treated through different methods over the years [27) 28].
Regarding the communities’ detection in urban spaces, two main definitions stand
out: grouping physical spaces that share characteristics of public interest [29] and
grouping individuals who share behavioral similarities, such as movement patterns
or geographical preferences [30].

The first case, focused on connecting the spatial structures in cities, assumes
that these connections can be established by the flow of people, goods, money and
information [3I]. It is mainly related to the transformation of urban spaces into a
complex polycentric agglomeration of areas that are interconnected by dynamics
and collective interests. Some works include [3, [32-H35], among others. Efforts like
these enrich the understanding of urban structures and play an important role in the
execution of services such as urban planning and traffic modeling [211, 36], for example.
In addition, most of them address the issue of the temporal evolution of community
structures, based on the premise that, as they vary, urban mobility patterns have

implications for the groups identified. On the other hand, they are mainly concerned



with the trajectories’ origins and destinations as a way to build a network of urban
space structures that are interconnected by the individuals’ interests.

To capture aspects that resemble the individuals’ behavior, a fine-grained data
analysis is necessary. Such analysis can help define trends in the flow of individuals,
which, as a result, can improve the provision of services in cities, such as the
functioning of intelligent transport systems, epidemic modeling and traffic forecasting
[37, 38|, as well as adapting connectivity between users and improving communication
applications in cluster scenarios[39)], for example. Thus, identifying and grouping
individuals who share similar mobility characteristics assumes a fundamental role in
collective human behavior analysis.

A trend in recent community detection methods is the use of deep learning
techniques to identify these structures. In general, this involves learning lower-
dimensional vectors from high-dimensional data expressing relationships among units
[40, 41]. Many community detection efforts based on deep learning can be found
in the literature. Table summarizes some of these works, which are analyzed
below. For a more complete review of the literature on the use of deep learning for

community detection, we suggest that the reader consult [11], [42].

Table 2.1: Summary of works related to detecting communities in urban spaces and
their limitations

B RN i D
ased Proposal Strength Limitation Comm.umty Z.ita
method evolution privacy

Complexity [43]

Fixed number

of communities [44], Yes [43],
Reliance on known No [44} [45]
community structures

and sufficient labels [45]

High modularity
GNN/GCN [43H45]  scores [43]
Efficiency |44} [45]

No [43-45]

Efficiency in sparse Scalability [46],
g matrices [46], Complexity and need g 1
CNN M8 Hs) Accuracy for large labeled datasets [47], No HEGHIS] No [HgHIF)
improvement [47, [48] Inaccurate edge recognition [48]

Discriminative and
effective embeddings [49], Need for annotated data [49)],
Improved accuracy Scalability [50]

and flexibility [50]
Intra-community
similarity increase [22],
[22] Effective dynamic

Attention NN  [49] [50] No [49,50] No [49, [50]

Scalability, generalization and

privacy [22], Yes [22, 51], No [22,51],

Autoencoder [51,52] community detection [51], Complexlty. 51, No [52] Yes [52]
. Pre-determined number of
Data privacy communities [52]
protection [52]
Representation iﬁss&iiz%izzrtlggj Adjustments for different types
I 1531 54] . . of networks and complexity [53], No [53,54] No [53][54]
learning Effective analysis

o vl By poesiles 2] Subjective interpretation [54]

Based on Graph Neural Networks (GNN), [43] proposes a solution for unsupervised
community detection. It presents an efficient and balanced approach between
performance and speed, capable of achieving modularity scores similar to or higher

than those of more complex algorithms, although its own complexity depends on the



number of runs to be adjusted. It also considers the evolution of these communities
over time, as it operates with temporal networks, which allows it to reconstruct
important longitudinal patterns. Based on Graph Convolutional Networks (GCN), a
specific type of GNN, [44] and [45] propose solutions for supervised and unsupervised
community detection, respectively. Although [44] performs well on synthetic and
real datasets, outperforming traditional approaches such as spectral methods and
probabilistic graphical models, the model assumes a fixed number of communities
to detect, which limits its application in scenarios where this number varies. In
turn, [45] shows superior comparative performance compared to traditional methods.
The solution is based only on the structure of the network and the attributes of
the nodes. However, it depends on known community structures and an adequate
number of labels for effective propagation. All these proposals can be used to detect
communities of users in urban spaces, but none of them address data privacy issues,
and only [43] considers the evolution of communities.

Focused on efficiency, accuracy and scalability in large-scale and complex social
networks, [46] and [47] propose solutions based on Convolutional Neural Networks
(CNN) for community detection in Online Social Networks. While the former shows
the effectiveness of the convolution technique on sparse matrices and its successful
application in real scenarios, the latter shows a significant improvement in the
accuracy of community detection compared to traditional approaches. Regarding
limitations, [46] may present scalability issues for massive networks and the need
for adjustments for different types of social networks, while the semi-supervised
solution of [47] is dependent on large sets of labeled data. While both solutions can
be used to detect user communities in urban spaces, as long as social interactions
are adequately represented in the network, none of them explicitly addresses changes
in community structures over time or issues related to data privacy, which could be
an area of improvement for dynamic analysis.

Using different approaches, [48], [49] and [50] propose solutions to detect com-
munities in complex networks. While [48]| focuses on the difficulty of recognizing
modular organization at a global level in large-scale networks, [49] aims to overcome
the limitations of existing methods by considering both extrinsic and intrinsic signals
and exploring the diverse relationships between nodes in a network, and [50] focuses
on improving the accuracy and efficiency of the detection process. [48] develops
a CNN-based method for classifying edges that is highly accurate in identifying
community structures in real and synthetic networks; however, it does not address
directed networks or group overlap. In turn, [49] proposes the HDMI framework
for learning the representation of multiplex networks in a self-supervised way, us-
ing attention mechanisms. Results indicate that HDMI achieves state-of-the-art

performance in supervised and unsupervised tasks, producing more discriminative



embeddings; however, it needs annotated data for supervised tasks. Also based on
an attention method, [50] proposes a bipartite attention graph neural network model
for detecting communities in supervised and unsupervised networks. The solution
achieves improvements in classical and synthetic networks with a flexible approach
that balances quality and speed, although there may be scalability restrictions for
massive and complex networks. The three proposals can be adapted to detect user
communities in urban spaces, as long as the corresponding network data is available.
However, they do not discuss changes in communities over time or measures to
protect data privacy.

With the aim of improving services and applications in smart cities through
community detection, [55] compares the performance of different clustering algorithms
on human mobility data to identify user communities in urban spaces. The work
focuses on common mobilities features over spatio-temporal scales. Improvements
are achieved in terms of both intra-community similarity and contact time. The
work has limitations in terms of applicability in real environments and capturing all
aspects of user communities. Continuing this study, [22] uses Deep Learning concepts
to compare different classes of autoencoders in the process of extracting non-linear
features from raw mobility data. Then, based on the application of a clustering
algorithm on the data resulting from the previous process, the work can identify
communities based on geographic preferences. Significant increases are achieved
in both similarity and contact time between intra-community users, as well as an
improvement in the identification of community structures. Unlike its precursor, the
work considers the variation of communities over time. Both works, however, do not
address issues relating to data privacy.

Based on network representation learning models, [53] and [54] present solutions
to detect communities. Analyzing the activity profiles of adolescents in urban
environments, [54] identifies high-quality communities consistent with racial and
socioeconomic differences in urban neighborhoods. However, there is no ground truth
for assessing the quality of these communities. In turn, [53] proposes Community-
enhanced Network Representation Learning (CNRL) as a unified approach for
community detection, which improves vertex classification, link prediction, and
community detection in complex networks. Its limitations may include the need
for adjustments for different types of networks and the computational complexity
involved. Both approaches can be applied to detect user communities in urban spaces,
as long as interactions between users are represented in a network. Regarding the
evolution of communities over time, none of them explicitly address this issue, but
the CNRL framework can be adapted to consider temporal dynamics. Data privacy
policies are also not adopted.

Due to the scarcity of effective methods that capture changes in community



structures over time, [51] aims to improve community detection in dynamic networks
by incorporating non-linear features using an evolutionary autoencoder. Although
the method presents high accuracy and robustness, it presents high computational
complexity, which can limit the scalability and practical applicability of the method
in large-scale scenarios. The proposal can be applied to detect user communities
in urban spaces, especially by considering the evolution of communities over time.
However, the work does not directly address issues related to data privacy.

Finally, to perform clustering on urban data without compromising the privacy
of participants’ data, [52] proposes an deep embedded clustering method using
Federated Learning to deal with privacy challenges in decentralized datasets. Both
the feasibility of federated training compared to centralized approaches and its
successful application in urban community detection are highlighted. However, the
number of communities is predetermined in the model structure, which may restrict
its adaptability at different time intervals, although this is not an issue addressed in
the proposal. Furthermore, the work does not analyze the use of different federated
aggregation algorithms or the impact of different amounts of mobility samples for
model learning.

These works present significant results and contributions and can be used to
detect communities in urban spaces. However, in addition to the limitations of each
solution, often associated with scalability, none of them simultaneously addresses

the temporal evolution of community structures and data privacy issues.

2.2 Autoencoders

Neural networks are a subset of Machine Learning and are the starting point for
understanding Deep Learning. They are structures composed of layers of nodes — or
units — connected to each other, where each unit has a weight, which is adjusted during
model training. There are different types of neural networks for different purposes,
such as prediction, categorization, dimensionality reduction, etc. A common subtype
of these networks are so-called autoencoders.

An autoencoder is a neural network trained in an unsupervised fashion to sum-
marize sample information into compact data structures and then reconstruct them
into the original format [56]. This problem is formalized in [57] through the functions
A:RP — R? (coding) and Z : R? — RP (decoding), which make up an autoencoder,

to satisfy
N
IBIZH; A(Z;,x;) where z; = Z(A(x;)) (2.1)

where A is the reconstruction loss function (O), which measures the distance
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Figure 2.1: An autoencoder generates encoded representations from input data using
EL weights w, and reconstructs it using DL weights w.

between the input (z;) and the generated output (z;) after decoding, for a total of
N samples.

The structure of an autoencoder consists of encoding (EL) and decoding (DL)
layers, with the latent space (LS) in between. EL is responsible for reducing the
dimensionality of samples; LS consists of summarizing each input into an encoded
representation; and DL is responsible for reconstructing samples from the LS, as
illustrated in Figure [2.1. Each layer is composed of neurons — also called units or
nodes — with weights (w in EL and @ in DL) that are adjusted during model training.
To generate the outputs of each layer, these neurons apply activation functions (AF),
normally non-linear, to the weighted sum of the inputs. After passing each sample
through the network during training, the corresponding output (reconstructed input)
is compared to the original input so that the error is propagated to each node through
the back-propagation algorithm [58|. Finally, a loss function is used to adjust the
weights of the neurons in each layer.

Some recent works have achieved significant results by employing autoencoders in
community detection tasks [22, [59H61]. In particular, [22] stands out for analyzing the
performance of several autoencoder model architectures to learn non-linear mobility
features from individual displacement data, capturing spatio-temporal geographic
preferences useful for grouping users into communities. Traditional autoencoder (AE),
variational autoencoder (VAE), convolutional autoencoder (CAE) and convolutional
autoencoder with a fully connected layer (Full Convolutional Autoencoder, Full CAE
or FCAE) were compared. It was found that FCAE is the most suitable autoencoder
subclass to deal with the task of detecting user communities from mobility data in
the form of heat maps, as it was the most successful in increasing the result of both
the similarity and contact time metrics between users from the same community.

A Convolutional autoencoder (CAE), illustrated in Figure , is a specific subclass

of autoencoders composed of convolution layers in the EL and deconvolution layers
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Figure 2.2: A convolutional autoencoder.

in the DL and is designed to process multidimensional vector inputs, such as images,
for example [62]. When the latent space has a layer of fully connected nodes, it is
called FCAE. Each convolution layer generates outputs called feature maps, capable
of detecting and expressing local patterns that may be correlated in multidimensional
vectors. For this, convolutional filters (or kernels) are used, whose quantity is equal
to the total number of resulting feature maps [63]. The stride parameter controls the
overlapping of operations while the filters slide over the vector, while the padding
reduces the loss of information on the edges. These parameters and the filter size
determine the output dimensions of each convolution layer. This size is especially
important since the autoencoder aims to reduce the dimensionality of the original

inputs. The operation of the convolution and deconvolution layers is described below.

2.2.1 Convolution Layers

Convolution is the operation performed between filters and the input of the convo-
lution layer. This operation begins in the top left-hand corner of the input matrix,
where convolution is performed on the submatrix of the same size as the filter used,
as shown in Figure [2.3] The operation is the sum of the products of the elements
located in the same positions of the two matrices. In this way, the convolutional
process continues until the input matrix is completely traversed, as shown in Figure
2.4] resulting in the feature map shown in Figure 2.5

The height H (or width W) of the feature map can be calculated from the value
of the corresponding dimension in the input matrix (height H or width W) and the
kernel (height Hyeme or width Wiemer), the stride size s and padding p as shown in

Equation 2.2]
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Figure 2.3: Start of the convolution process of a 4 x 4 pixel sample with a 2 x 2 filter
and no padding.
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Figure 2.4: Convolution of a 4 x 4 pixel sample with a 2 x 2 filter, stride 1 and no
padding.

ol3|1]2
4|56
1425*10
= [(1|5]s5
10[0]1]3 01
1211 2
ofl2]1]1

Figure 2.5: End of the convolution process of a 4 x 4 pixel sample with a 2 x 2 filter,
stride 1 and no padding.

H + 2]9 - errnel
S

H = +1

(2.2)
w + 2p - Wkernel
S

W = +1

Finally, the feature maps are processed by an activation function and reunited
in the form of a three-dimensional matrix, whose dimensions are slightly different
from the original input (smaller height and width and greater depth), resulting in
the output of the convolution layer, as illustrated in Figure [2.6]
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Figure 2.6: Output of the convolutional layer

Deconvolution layers

Deconvolution involves performing transformations in the opposite direction of the
convolutional process. In other words, starting from something that has the format
of the output of a convolution and producing something in the format of its input,
a connectivity pattern compatible with such a process is maintained [64]. The
layers used for this task, called transposed convolution layers, do not perform the
deconvolution operation, as they do not produce outputs exactly the same as the
inputs, but an approximation [65].

Each transposed convolution layer upsamples the feature map received as input
using the same parameters mentioned above. Therefore, the output dimensions can

be obtained from the formulations shown in Equation

H - S(H - 1) + errnel - 2p
(2.3)
W = S(W - 1) + Wkernel - 2p
Basically, the transposed convolution process comprises the operation of filters
on each pixel of the feature map, so that a larger output is produced, as shown in

Figure 2.7 The product of each pixel and the filter elements are assigned to the

corresponding positions in the output matrix, as well as the sum of overlapping
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Figure 2.7: Upsampling a 3 x 3 feature map in a transposed convolution layer, with
a 2 x 2 filter, stride 1 and no padding.
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elements, whose occurrence depends on the stride value. Therefore, the training
process is essential for obtaining filters that result in outputs that are as similar as
possible to the inputs of the convolutional process.

Despite the valuable results obtained by solutions that use autoencoders to
detect communities through the features extracted from the samples, it is important
to consider that individual mobility data expresses daily routines and patterns of
behavior. Therefore, they require some level of security against third-party access.
In addition, as the volume of data increases, centralized training approaches can
be affected by factors such as communication failures or time-consuming training,
for example, which can hinder the operation of these solutions in real environments.
These challenges have opened up space for distributed solutions, among which FL has
stood out for its features such as privacy preservation and distributed collaborative
learning [66H6S].

2.3 Federated Learning

Due to growing concerns about privacy exposure, device availability, and possible
network communication limitations, traditional model training methods based on
data centralization have become impractical. In addition, the increased computing
power of mobile devices has made it possible to use distributed learning techniques
[69]. Among these techniques, Federated Learning (FL) has stood out as a paradigm
that allows multiple clients to collaboratively train a shared model, as individual
data is maintained locally [70, [71].

The optimization of federated models concentrates on some properties that
differentiate FL from other conventional learning problems, such as non-II1D distribu-
tions, the unbalanced number of samples in the data sets, the massive number of
participants, and the possibility of low reliability communication links [70), [72].

During a conventional model training, one tries to minimize the f(w) loss function
using the w model and the sample set X, as shown in Equation In FL, the client
set U uses their own sample set for collaborative training, so this minimization is

generalized according to Equation , where z" is the sample set of user v € U [70].

|X|
gg@ f(w); where f(w |X] Zfl (2.4)
U] ‘xu‘F o 1 B
w) = w(w); where F,(w) = — s(w 2.
f(w) ;IXI (w) (w) |xu|;f<) (2.5)
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2.3.1 Data distribution and FL architecture

As each client uses a local dataset D, whose elements are defined by features F', labels
L and identifiers I, FL is categorized based on the sample distribution characteristics
of these sets |73, [74].

It is called horizontal FL. (HFL) — or FL partitioned by sample —, the distribution
scheme in which samples from different datasets overlap in their features but not in
their identifiers, as shown in Figure [2.§|a). This architecture assumes the existence
of honest participants and security against an honest-but-curious server, which is
the only one capable of compromising customer privacy and data security [75], [76].

Formally, HFL can be expressed as follows:
Fi:F’JHLi:Lj?Ii#[j? VDiija where Z#]

In turn, vertical FL (VFL) — or FL partitioned by feature — portrays the opposite
situation. That is, there is overlap in the identifier space, but not in the feature
space, as illustrated in Figure [2.8(b). VFL aggregates information from different
features to collaboratively build a model from different sources. This architecture
assumes the existence of two honest-but-curious participants and a third, semi-honest
and independent, responsible for collecting intermediate (encrypted) results, gradient
and loss calculation, and distribution of results to the two main participants [74].

VFL can be expressed as follows:
Fi# F;, L # L, I; = I;, VD;,Dj, where i# j

Finally, in Federated Transfer Learning (FTL), there are not enough features or
identifiers shared between samples from different datasets, so knowledge is transferred
between domains, from the one with more resources to the one with less, as shown
in Figure [2.8(c). In this architecture, both parties are considered honest-but-curious
[77]. FTL can be expressed as follows:

E#F},LI#L],IZ%I], VDi,Dj, onde Z?éj

U f?atures | ifeatures .| ifeatures

ilabels

ilabels

J features J features

jfeaturfes
(@) (b) (c)
Figure 2.8: Data distribution in (a) HFL, (b) VFL and (c) FTL.
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Through these categorizations, different FL architectures can be built, from
systems based on a client-server scheme to systems based on a third-party collaborator,
for example, [74]. In the first, multiple clients perform periodic local training
orchestrated by a server that aggregates their local models into a global model. In
the second, the collaborator assists two parties by sharing public keys and encrypted

alignment to exchange gradients.

2.3.2 Privacy and security

One of the fundamental aspects associated with FL concerns data privacy, which
is guaranteed through the construction of secure models. To achieve this, some
techniques are typically adopted, such as Secure Aggregation and Differential Privacy.

Introduced in [75], the Secure Aggregation mechanism consists of a Secure Multi-
party Computation (SMC) protocol that uses encryption to prevent the server from
individually accessing updates from each device. This way, only the sum is revealed
after receiving a sufficient number of updates. This ensures protection against
honest-but-curious entities that may have access to instances in the aggregator. The
protocol can be optionally enabled and is designed to handle a significant fraction of
devices that may disconnect before aggregation is complete.

The Differential Privacy technique [78] adds noise to the data in order to distort
fundamental attributes for identifying individuals. This makes its restoration un-
feasible and guarantees the privacy of customers. This strategy, however, imposes
a trade-off between model accuracy and individual data privacy [79], such that the
more noise is added, the less accurate the model will become, especially when small

data sets are used.

2.3.3 System heterogeneity

In the federated learning environment, it is common for there to be variability
between the system characteristics of different devices, whether due to their hardware
composition, network connectivity or energy capacity [80]. This variability, however,
highlights the difficulty of some devices in keeping up with a certain level of interaction
with the system.

In this context, synchronization policies ensure that the global model is updated
equivalently and serially, so that it can be obtained periodically and equally by all
client devices |70, 81]. However, adopting such policies results in solutions that are
more susceptible to the impact of individual delays.

Alternatively, asynchronous policies try to reduce this impact in heterogeneous
environments. However, since updates do not occur in an equivalent and serialized

manner, the aggregate model is not accessed equally by all clients. Thus, a different
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level of obsolescence can be observed in each device [82], resulting in a lower potential
for generalization of the models [83]. Figure illustrates the behavior of the
two policies, the advantages and disadvantages of which must be evaluated when

designing a solution.

2.3.4 Federated Aggregation

A typical model aggregation algorithm is called Federated Averaging (FedAvg) [70].
With it, the amount of computing is determined by three parameters: the fraction U
of clients that contribute collaboratively in each training round r, so that a subset
U, of participants is created, where |U,| = U - |U| and U is the set of all users; the
number of epochs F that these customers perform in each round; and the local
minibatch size B used for each local update on the model.

Each participant u € U, performs local updates on their local model w? using a
local loss gradient g, = 7/, (w") and a learning rate 7, according to Equation [2.6]

These updates are reported so that the server calculates the weighted average of the

resulting models, generating the new aggregated global model w,;, as established
in Equation [2.7]

Yu € U, w, < w,’ —ngy (2.6)
S~ L]
Wy41 Z mw}f_H (27)
u=1

Other popular aggregation algorithms are FedSGD [70] and FedProx [84]. While

FedSGD is the baseline of federated learning, where in each round a single client is
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randomly selected to participate in the training process (|U,| = 1), FedProx adds
a proximal term in the objective function to deal with heterogeneity in FL. The
purpose of this parameter is to regulate how far the local models deviate from the
global model in each round. This term acts as a regularization that penalizes large
deviations and promotes more stable convergence during local training. Unlike
FedAvg, FedProx allows different devices to perform varying amounts of work locally
(number of training epochs). This flexibility over participant effort is important
since devices may have different computing capabilities, battery levels, and network
connections. FedProx also aggregates partial solutions sent by devices and ensures
convergence even in scenarios where data is generated in a non-identically distributed
manner. The key parameters of FedProx are the parameter u, associated with the
proximal term in the loss function, and vy, which refers to the number of local epochs
that each device performs during training. If i > 0, the proximal term penalizes large
deviations from previous solutions, helping to force methods that might otherwise
diverge to converge more stably. If u = 0, FedProx reduces to FedAvg, which does
not have this regularization term. Equation formulates the local updates to the
model performed by FedProx.

Yu € Uy, wt < wy — ng, + wlw — w,) (2.8)

Algorithm [20] presents the pseudo-code of FedAvg and FedProx aggregation.

FL has been applied to solve various problems related to community detection,
such as anomaly detection [85], predicting road flows based on the division of the local
road network [68], and grouping customers based on purchasing behavior [86], among
others. However, FL applied to the detection of user communities in urban space
based on their mobility patterns and geographical preferences is still a less explored
topic, especially when it comes to the periodic updates of such communities. So, in
the next section, we propose our solution for periodically detecting user communities
in urban spaces. To alleviate time-consuming training and communication costs, as
well as to preserve individuals’ mobility data privacy, we use FL to distribute feature
extraction model training among multiple participants. Thus, the global model can
capture different behavioral patterns to group such individuals after periodic and

collaborative learning where there is no sharing of private data.

2.4 Clustering

According to [55], the Model-Based Clustering (MBC) algorithm [87] outperforms
other algorithms such as Hierarchical [88], K-means [89] and Fuzzy C-means [90] in

identifying communities from user mobility data.
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Algorithm 1: FedAvg and FedProx Aggregation

Input: Users U; Fraction U; Number of rounds R; Number of epochs (E or
v); Batch size B; Learning rate n

1 Server executes:
2 initialize w,
3 for each round r =1,2,3... R do
4 U, + (set of randomly selected U - |U| users)
5 for each user u € U, do
6 W, < Wy
7 w,,  «Runs FedAvgLocalTraining(wy) or
FedProxLocal Training(w} )»
8 w,11 < Equation
9 FedAvgLocalTraining(w): // Run on client u
10 B « (splits z* into batches of size B)
11 for each local epoch e =1,2,3... E do
12 for batch b € B do
13 w < Equation
14 return w
15 FedProxLocalTraining(w): // Run on client u
16 B < (splits z* into batches of size B)
17 for each local epoch e =1,2,3...v do
18 for batch b € B do
19 w < Equation
20 return w
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Using a probabilistic approach, MBC assumes that data is generated from the
mixture of a finite number of distributions with unknown parameters, where the
probability of each element belonging to a cluster is computed. Thus, the mixture of
Gaussian distributions — Gaussian Mixture Model (GMM) [91] -, used in [55], consists

of the weighted sum of the Gaussian densities of K components, as established in

Equation [2.9]

p(z|A) = Zwkg(JTWk,Zk), (2.9)

k=1
where x corresponds to a D-dimensional vector that represents a sample, wy, the
weights and g(x|ux, Xx) the densities of the Gaussian components. Each of these
densities is equivalent to a D-varied Gaussian function, with mean pu; and covariance

matrix ¥, in the form

gl =) = ((27)P21Se2) " exp {1 (e — ) St @ — ) }-

The mixture weights necessarily satisfy the constraint Zszl wg = 1, and the
set of parameters passed to the model is represented by A = {wg, pg, 2x}, with
k=1,2,..K.

GMM model selection

Different candidates from the GMM model can be obtained by varying the parameter
K. The probabilistic selection methods Akaike Information Criterion (AIC) [92] and
Bayesian Information Criterion (BIC) [93] assign a score to each candidate based on
its performance and complexity, so that the “best” candidate is the one that obtains

the lowest score. The AIC method is defined by Equation [2.10]

AIC = =2 log L(0) + 2d (2.10)

~

where 6 is the set of model parameters, L(6) the likelihood of the candidate
model on the data, and d the number of free parameters of the model. Through the
formulation, the AIC assigns a lower score to the candidate who obtains the highest
value in the likelihood function. However, the number of parameters is used as a

penalty factor for the method.
In turn, the BIC method is defined in Equation [2.11]

BIC = —2log L() + d log (N) (2.11)

where N is the number of observed samples. BIC applies a greater penalty to
candidates with more parameters, while AIC favors performance, resulting in a less

severe penalty for more complex models [94].
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It is worth noting that, as the number of elements in the data set increases, the
probability of the BIC method selecting the correct model also increases. On the
other hand, the smaller the number of elements, the greater the probability that the

method will choose simpler models [95].
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Chapter 3

Federated Learning assisted
framework to periodically identify

communities

In this chapter, we present our framework for grouping individuals based on behavioral
similarity detected from mobility data in urban spaces. Our work aims both to
preserve individual privacy and to periodically update the state of communities. We
use FL to ensure that samples from each individual are maintained locally and, at the
same time, collaborate to improve the spatio-temporal mobility feature extraction

model.

3.1 The problem of periodically identifying user com-

munities in urban spaces

To present our proposal for periodically identifying communities, we first define a

nomenclature:

1. Displacement or mobility sample (x): heat map that represents the user’s

mobility in a time interval .

2. User, individual or customer (u): entity that generates samples and can
be selected to participate in the training process. It is also the community’s

basic unit.
3. Community: group of individuals who share behavioral similarities.

4. Encoded representation (z): code that represents the latent spatio-temporal

features in the mobility sample.
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The joint analysis of different users’ mobility samples — referring to the same
spatio-temporal scope — may indicate the existence of behavioral similarities among
them due to their permanence or displacement in certain spaces within the same
time interval. Thus, to highlight spatio-temporal features present in these samples,
both to facilitate the detection of such similarities and to reduce the dimensionality
of these data, a feature extraction technique [96] can be applied to them. As a
result, a new, more concise collection of data is generated. Finally, when a clustering
technique is applied to this collection, which represents the users’ mobility, a set
of subgroups is obtained, which correspond to communities based on behavioral
patterns.

However, as these similarities are detected in individuals’ behavior, which can
vary over time, the composition and number of communities are subject to changes
[12], making it essential to adjust these attributes as time progresses. For this, we
assume that a new set of mobility samples is produced periodically, at each time
interval ¢. Thus, for the feature extraction technique to be able to capture individuals’
mobility characteristics from these samples, its parameters need to be adjusted at
the same periodicity.

In this context, we propose using FL as the learning approach for the periodic
adjustment of these parameters. Our choice is based on FL properties such as privacy
preservation, collaborative learning and the possibility of processing samples as soon
as they are released [26]. These characteristics can contribute to the evolution of
the resource extraction model, preserving data privacy and facilitating the periodic

identification of communities.

3.2 Raw Data Pre-processing

We initially assume that, using the Global Positioning System (GPS), each user can
locally collect displacement information such as latitude, longitude and timestamp.
GPS calculates the device’s position at regular intervals, enabling recording this
information with a high degree of precision and temporal frequency [38], making
it an excellent option to capture details about individuals’ displacement with low
granularity. From these records, each individual can build a heat map representing
their mobility within a time interval. Based on the methodology proposed in [22],
the process can be established through the following steps:

1. Spatial resolution setting: the region where the individual may move is
divided into a grid of height h and width w with cells of the same size. Within
each cell, the user’s permanence time is counted. In addition, if two users are in

the same cell at the same time, the contact time between them is also counted.
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Figure 3.1: The Displacement Matrix (DM) is converted into a mobility heat map
(sample), with each DM element corresponding to a pixel in the heat map.

2. Temporal resolution setting: it consists of establishing a size for the time
interval ¢ in which the GPS records are used to compose a new sample. This
setting determines how often samples are generated, so decreasing the t size
increases the sample generation frequency, resulting in the possibility of more

frequent community state updating.

3. Displacement Matrix (DM) filling: the time spent by the user in each cell
is added to a specific position ¢;; in the DM, equivalent to the pixel identified
by the indices 7 and j in the displacement heat map, as shown in Figure 3.1}
Thus, the longer the user stays in the cell, the greater the intensity of the
corresponding pixel. After filling in completely, each value is normalized by

the user’s maximum travel time within the interval ¢.

4. Logit transformation: To highlight similarities among corresponding vari-
ables in user samples, the Logarithmic Likelihood (Logit) [97] transformation is
applied on DM. This non-linear transformation maps all values in the DM —
which range from 0 to 1 — to values in the scale (-0o, 00), symmetrical in 0.5.
Assuming that p is the probability of an event happening and (1 — p) is the
probability of the same event not happening, the relative probability of events
occurring is given by p/(1 — p). Thus, as the Logit function is defined as a
logarithm of relative probabilities, it is given by Logit(p) = log (&). As this
function does not define a result when p =1 or p = 0, which may occur if the
user remains in the same cell during all the records made in ¢t (p = 1), or when
no record occurs during the same interval (p = 0), a small value € is added to

the parts of the fraction, as suggested in [55]. This value is set as ¢ = 107°.

It is worth mentioning that, if for any reason a user fails to collect raw mobility
data during an interval ¢, the heat map referring to that same interval will be empty.

Such samples are disregarded in the feature extraction process.
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3.3 Mobility Features Extraction Model

To extract spatio-temporal mobility features from individual samples, we use an
autoencoder model based on the methodology proposed in [22]. According to this
work, the Full Convolutional Autoencoder (FCAE) model is a more appropriate
subclass of autoencoders for extracting spatio-temporal mobility features from data
in the form of heat maps since, in comparison with other architectures, it was the
one that managed to increase the metrics of similarity and contact time between
users of the same community. Thus, we concentrated our efforts on elaborating and
training a model corresponding to this subclass.

The architectural settings for building FCAE models may vary for different
scenarios. This is due to the parameterization of the raw data pre-processing steps,
especially regarding the spatial resolution setting, since the models depend on the
size of the inputs. In other words, in scenarios of greater spatial extent, where more
displacement patterns can be detected, autoencoder models with more layers and
filters are more appropriate for capturing these latent features. Next, we describe

how the EL, LS and DL layer sets were configured.

3.3.1 Encoding Layers (EL)

The first layer in the FCAE model is an input layer, which receives the samples and
detects their format in terms of height (H), width (W) and depth (relative to the
RGB channel) [98]. As the user mobility samples are grayscale images, in which
each pixel provides only information about its intensity, they have a depth equal
to 1. Thus, the input layer is parameterized with the values (H, W, 1), as shown in
Figure [3.2] Next, convolution layers (Conv2D) are added. These layers highlight

latent features of the input samples and reduce their dimensionality using specific
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Figure 3.2: FCAE model architecture for extracting latent mobility features from
user samples.
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parameters, such as kernel size, stride and padding [63]. As output, each convolution
layer produces 3D vectors with new dimensions. Through this process, behavioral
information, such as geographical preferences and displacement patterns, can be
detected. Finally, a flattening layer is connected to the last convolution layer to

realign the output 3D vector elements into a 1D vector.

3.3.2 Latent Space (LS)

A fully connected (or dense) layer is added with a reduced number of nodes, where
each one is connected to all the nodes of the previous layer. Each output produced
by this layer is a 1D vector that corresponds to the encoded representation (z) of a

user mobility sample.

3.3.3 Decoding Layers (DL)

The first layer in this set is dense, whose number of nodes corresponds to the
size of the 1D vector produced by the flattening layer. Next, a reshaping layer
realigns the incoming elements into a new 3D vector with the same dimensions as
the one produced by the last convolution layer. To reverse the convolution process,
transposed convolution layers (TConv2D) are added to the sequence. Each one
upsamples its input using the same parameters mentioned above, maintaining a
standard connectivity compatible with the previous process [64].

After going through all these layers, the final FCAE model output corresponds
to the heat map reconstructions. These outputs, in turn, are compared to the
original samples, and the error is propagated to the nodes in each layer through the
back-propagation algorithm [58] for parameter adjustment during model training.
The training process, therefore, consists of minimizing the loss obtained between the
original sample and its reconstruction. For this, the Mean Squared Error (MSE) is

adopted as a loss function.

3.4 FL-based Approach

To learn the parameters of the FCAE model, we adopted FL as the training method.
Thus, we want to take advantage of FL characteristics that can contribute to the
evolution of the feature extraction model while preserving the privacy of the data.
Next, the FL architecture, the local training process, the global model aggregation

and the pseudocode of our framework are presented.
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3.4.1 Data distribution and FL architecture

To define the training architecture, we first need to understand the data distribution.
For this, we consider that all users are restricted to moving within the same spatial
scope (a city, for example). With this, the data features are the same for all datasets
(i.e., each cell where these users move is a feature). On the other hand, each user
maintains data regarding its own displacement, i.e., there is no sharing of sample
identifiers between entities. Thus, it can be said that the different datasets, although
they share the same feature space, do not share the same sample space.

Therefore, we use the Horizontal FL. (HFL) architecture, also referred to as FL
partitioned by sample [99], in which datasets share overlapping feature space but
differ in samples. In a typical client-server HFL architecture, participants train
the model individually with their local data and are assisted by a central entity
(a server) to aggregate the resulting parameters and produce a global model. In
the experiments to be presented in the next chapters, we use the FedAvg [70] and
FedProx [84] aggregation algorithms separately in our framework in order to compare

their performance and influence on community detection.

3.4.2 Local training process

As mentioned before, the objective of the training process is to find the model
parameters capable of minimizing the loss function (in this case, the MSE function).
Since the FCAE model is composed of a part that encodes (A : R? — RY?) and
another that decodes (Z : R? — RP) the samples, the loss function during the local
training performed by the user u € U, is established according to Equation
where " is the sample set of user u, while a,, and z; are the coding and decoding
gradients associated with w and w weights, respectively, and x} represents a mobility
sample. In addition, when performing the local training in a round r, each user u
performs M updates on the FCAE model weights using the parameters E, z* and
B, as established in Equation [3.2]

o= 3 lls(an(et)) - 1P (3.1)

M'=EZ (3.2)

In turn, with each local update, the weights of the FCAE model (w") are modified
according to the local training method. Lines 22 to 31 of Algorithm [2] describe the
local training process. Aiming to investigate the impact of aged samples on the
model’s performance, we propose two time window-based strategies for processing

samples during local training: the Accumulative Window and the Sliding Window.
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Accumulative Window (ACC) This strategy consists of using all the non-
empty samples in the user’s data set up to the current time interval ¢ at which
the FCAE model is trained. That is, local training during a round r considers all
non-empty heat maps produced up to t, so the set of training samples is defined by
z* = {z¥]0 < i < t}, where z¥ corresponds to the non-empty sample produced at
interval i. Figure [3.3|a) illustrates the ACC window-strategy, in which all non-empty
samples from any time interval are used for local training.

Through this strategy, in each round, any user with at least one mobility sample,
produced at any time interval, can be selected to update the FCAE model, whose
weights will be aggregated with those of other clients to compose the global model.
However, since the total local updates is dependent on the number of samples
available for training, different levels of user participation can be achieved, resulting

in an eventual imbalance of user contributions.

Sliding Window (SLI) This strategy uses at most sw samples for local training.
Thus, the possession of non-empty samples within a window of size sw is established
as a criterion for the participation of users, so that if sw = 3, for example, then the
set of training samples is defined by 2" = {z}|t — 3 < i <t} where z} corresponds
to the non-empty sample produced at interval i. Thus, the size of z* is bounded to
|z"| < sw.

The SLI strategy limits the number of past samples that will be used for local
training. In addition, it is mandatory that, to update the model, the user does

not utilize more than sw samples. With this, the SLI window-strategy restricts the
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(a) ACC window-strategy (b) SLI window-strategy

Figure 3.3: In the ACC window-strategy (a), all non-empty samples are used to train
the model. When there are no such samples at recent intervals, the old ones are used.
In the SLI window-strategy (b), no more than sw recent non-empty samples are used
to train the model. When there are no such samples in the window of size sw, the
user does not contribute updates to the model. In this example, non-empty samples
are marked with a green border, whereas empty ones have a red border and sw = 3.
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participation of users who, for some reason, fail to record mobility data within the
most recent sw window or who only have samples considered obsolete, as shown in
Figure[3.3|(b). In this way, we seek to reduce the imbalance between the contributions
by limiting the number of updates for each user (M}").

To represent a training window (whether ACC or SLI), we use the notation of
closed and open sets. For example, at interval ¢5 the model is trained with window
[0,3) and processes samples from intervals ¢y, t; and ¢, (in this case, if the strategy
is SLI, then sw = 3). The use of window strategies ACC and SLI is described in
lines 23 to 26 of Algorithm 2]

3.4.3 The FCAE Global Model Aggregation

For each interval ¢, R rounds of local training are orchestrated by the server, so that

Ur
u=

cach round r results in M, updates, where M, = )" ‘IM;‘. When starting a new
training round r, the server communicates the current global model weights (w,) to
all participants, who in turn update their local models (w"), so that w" - w,. At the
end of each round, the server takes care of aggregating, through a weighted average,
the weights wy’, ; from each participant u, to generate the global model for the next
round (r + 1), as defined by Equation . In this way, the global FCAE model
evolves as time progresses, with the ¢ granularity being the factor that determines
the scale of progress. Lines 2 to 9 of Algorithm [2] describe the training orchestration
process carried out by the server. Figure illustrates the process from raw data

collection to the local training and global model aggregation stages.

1 u,, U
Wrl = 00 Zx W11 (3.3)

A factor of great importance in FL is the preservation of individual privacy. Thus,
we need to prevent the encoded representations from being easily decoded by third
parties who have access to the global model. Therefore, considering the possibility of
leaking private information by inspecting shared models [99-101], we propose that
only the EL and LS weights (w) be communicated to the server, while the DL ones
(w) are maintained locally.

Thus, when selected to participate in a round, the users receive updated EL and
LS weights from the server, while the DL ones are initialized with random values —
if it is an initial round — or with values from the last round. During local training,
these users update w and w, but they only communicate to the server the EL and
LS weights, which are aggregated with those from other users to compose the global

model.
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Figure 3.4: Firstly, each user periodically produces mobility samples from GPS
records. Next, the federated training rounds start. When a new round r begins, the
server transfers the current global model weights (w,) to update the local model
(w") of users in U,, so that w" <— w,Yu € U,. The users in U, train the local FCAE
model using a predetermined window-strategy (ACC or SLI), updating the local
weights to wy, ;, which are sent to the server. Finally, the server performs the global
model aggregation for the next round (r-+1).

3.5 Communities Identification

To classify individuals moving around a city according to their behavioral similarity,
a grouping technique must be used. Since the data used is not labeled, unsupervised
learning approaches are the most appropriate to be employed over them [102],
especially given the lack of prior knowledge about the relationship between individuals.

Thus, the Gaussian Mixture Model (GMM) [91] algorithm, which obtained the
best results in relation to the metrics evaluated in [55] when compared to other
clustering techniques, is applied to the encoded representations generated periodically
by the FCAE model. This algorithm assumes that the inputs are generated from
a mixture of a finite number of Gaussian distributions with unknown parameters,
so that the probability that each element belongs to a cluster is computed. For the

GMM, the number K of clusters (i.e., communities) is required.

3.5.1 Setting the Number of Communities

As previously established, the number of communities in which individuals are
satisfactorily allocated may vary over time for a given scenario. Thus, we propose
that, at each interval ¢, different values be assigned to the parameter K. Thus, each
parameterization results in a distinct set of communities, whose element’s distribution
must be evaluated to define the best fit — that is, the best value for K — for that

particular interval.
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To perform such an evaluation, we use the analytical scoring methods Akaike
Information Criterion (AIC) [92] and Bayesian Information Criterion (BIC) [103] and
compare their results. In both methods, a score is assigned to each candidate under
evaluation, so that the “best” model is the one that obtains the lowest score. The
BIC method tends to penalize candidates with more parameters (higher complexity),
while the AIC method favors candidates that produce greater value in the likelihood
function (better performance), resulting in a less forceful penalty on more complex
models [94]. The use of the AIC and BIC methods is described in lines 13 to 20 of
Algorithm [2|

It is worth mentioning that, as the number of elements in the data set increases,
the probability of BIC selecting the correct model also increases. In contrast, the
smaller the number of elements, the greater the probability that this method will

choose simpler models [95].

Periodic updating of community sets

To update the communities as time progresses, we propose that, for each interval ¢,
each user generates an encoded representation of their mobility using the current
global FCAE model, and then sends it to the server so that the clustering algorithm
is applied to the representations of all users in that same interval. To reduce the risks
of leaking each individual’s private information, the process described in Section
is fundamental, so that the encoded representations of mobility that a user sends to
the server cannot be decoded by third parties. Finally, after community identification,
the server can make the best use of the information about the similarity relationship
among individuals as time progresses. Lines 10 to 21 of Algorithm [2] describe the

clustering process.
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Algorithm 2: FLL ASSISTED FRAMEWORK TO PERIODICALLY IDENTIFY
USER COMMUNITIES

Input: Number of users U; Fraction of participating users U; Number of
rounds R; Number of epochs E; Batch size B; SLI window size sw;
Max number of communities K; Learning rate n
Output: communitiesAIC, communitiesBIC
1 Server executes:

2 initialize w,

3 for each intervalt =0,1,2,... do

4 for each round r =1,2,3... R do

5 U, + (randomly selects U - U users)

6 for each user u € U, do

7 w = w,

8 wy,, < LocalTraining(t,w")

9 w,41 < Equation

10 initialize list L of encoded representations
11 for each user uw € U do

12 Add EncodedHM(t,u) to L

13 for each candidate k = 2,3,... K do

14 Run GMM(k, L)

15 Store community labels

16 Store AIC and BIC scores

17 choiceAIC < k linked to min(AIC scores)
18 choiceBIC « k linked to min(BIC scores)
19 communitiesAIC < labels from choiceAIC
20 communitiesBIC < labels from choiceBIC
21 return communitiesAIC, communitiesBIC

22 LocalTraining(t,w"): // Run on user u
23 if window strategy is ACC then

24 X" ={z}|0 <i <t}
25 else
26 X ={zl|t —sw <1 <t}

27 B+ (splits X* into batches of size B)
28 for each local epoch e =1,2,3... E do

29 for batch b € B do
30 w" + Equation (FedAvg) or Equation (FedProx)
31 return w*

32 EncodedHM(t,u): // Run on user u
33 return the encoded heat map of user u at interval ¢
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Chapter 4
Experimental Methodology

In this chapter, we present the experimentation methodology to evaluate the per-
formance of our solution. Thus, the scenarios and model structures created, the
evaluation metrics and the training parameters used are presented. Our experimental

evaluation is motivated by the following research questions (RQ):

RQ1: What are the implications of using the probabilistic methods AIC and BIC

to define the number of communities (K)?

RQ2: What are the impacts of ACC and SLI window-strategies for federated FCAE

model training and communities’ composition?

RQ3: Is there a significant difference between the results obtained by FL-based

and centralized approaches for the FCAE model in identifying communities?

To answer these questions, we set up three experimental scenarios from three real
mobility datasets so that we could evaluate our solution. For each of these scenarios,
we pre-processed the data to generate the mobility heat map for each user in each
time interval. We then calculated the performance metrics (see Section for each
pair of users in each interval to determine the baseline for comparison in relation
to the communities subsequently detected. At each time interval, the model was
trained using a window-based strategy (ACC or SLI). At the end of training, the
model generated encoded representations of the heat maps of the current interval,
which were used as input for the clustering algorithm. We used multiple values of K
(number of communities) in the clustering process and delegated the choice of a value
among the candidates to the AIC and BIC methods. Each encoded representation
(and user) is then assigned a community label. With these labels and the value of
the metrics for each pair of users, we calculated the average and confidence interval
of the same metrics for intra- and inter-community users.

Next, these datasets are described, as well as the pre-processing performed on

them. Also, the model structure, the hyperparameter settings, and the description
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of the evaluation metrics are presented. Our entire system was implemented using
TensorFlow [80].

4.1 Experimental Datasets

To represent the individuals’ behavior in the urban space, the San Francisco Cabs
[104], Roma Taxi [105] and Next Generation Simulation (NGSIM) Vehicle Trajectories
and Supporting Data [106] datasets were used, which are briefly described below.

1. San Francisco Cabs (SFC) is a vehicular mobility dataset consisting of
trajectories taken over 24 days (between May 17th and June 10th, 2008) by 536
taxis in the city of San Francisco, USA. GPS logs are taken at intervals ranging
from 1 to 3 minutes. Vehicle identification, latitude, longitude, date/time
stamp, and vehicle occupancy status are the attributes of each record, the

latter being disregarded in our experiments.

2. Roma Taxi (RT) is a vehicular mobility dataset consisting of trajectories taken
over 30 days (between February 1st and March 2nd, 2014) by approximately
320 taxis in the city of Rome, Italy. GPS logs are taken at approximately 7
second intervals. Vehicle identification, latitude, longitude and timestamp are

attributes of each record.

3. Next Generation Simulation (NGSIM) is a vehicular mobility dataset
consisting of trajectories taken on southbound US 101 and Lankershim Boule-
vard in Los Angeles, CA; eastbound I-80 in Emeryville, CA; and Peachtree
Street in Atlanta, Georgia. Each subset of trajectories has characteristics of
both the collection and the roadways themselves, as shown in Table [£.1 We
verified that the US 101 subset is the only one in which the large number of
vehicles is concentrated in a short temporal scope, in which mobility occurs
throughout all time intervals. Therefore, we chose to work with this subset,

referring to it as the NGSIM scenario.

Table 4.1: Subsets of the NGSIM dataset identified by highway name

Subset Duration =~ Width Length  Total vehicles
US 101 46 minutes 76m  2.24 km 2847
Lankershim 32 minutes 221 m 1.66 km 1506
1-80 33 minutes 97m  1.80 km 3001
Peachtree 1298 ad - yer 919 km 1545

2 hours
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4.1.1 Spatial resolution setting

For the SFC and RT datasets, we delimited the mobility scope as areas of approxi-
mately 12kmx12km. The displacement matrix was constructed and completed by
subdividing such areas into cells of 300mx300m, resulting in samples (heat maps)
of 40 pixels x 40 pixels. It is worth noting that the cell granularity choice has a
direct impact on the heat map resolution. Therefore, it is important to balance
this parameter so that it is not so low as to lose important mobility information
or so high that there is no coexistence of individuals in the same cell at a given
time interval. Table presents the coordinates for delimiting the spatial scope in
the SFC and RT scenarios. In turn, the 76mx2.24km area of the NGSIM scenario
was subdivided into cells of 40mx40m, resulting in samples of 2 pixels x 56 pixels.
However, to calculate the similarity metrics, we added an extra row of null pixels
above and below each sample, thus obtaining heat maps of 4 pixels x 56 pixels. It
is worth noting that spatial resolution directly influences the average contact time
between individuals, since to obtain this value, the coexistence of users in the same

cells must be verified.

Table 4.2: Latitude and longitude (minimum and maximum) used to delimit the
mobility scope for the SFC and RT scenarios
Min. Max. Min. Max.
Latitude Latitude Longitude Longitude

SEC 37.71000 37.81399 -122.51584 -122.38263
RT 41.84250 41.94607  12.42272 12.56157

Dataset

4.1.2 Temporal resolution setting

To define the spatial resolution, we experimented with different sizes for the interval
t, in order to reduce the number of users who failed to collect mobility records in
each interval. Such failures, as previously explained, generate empty heat maps,
which are disregarded because they do not present information about mobility or
permanence in cells. Reducing the size of ¢ (high temporal resolution) would imply
more frequent community updates, so that the behavioral similarity among users
would be portrayed with low obsolescence.

We observed in the SFC and RT datasets that the sharp decrease in the size of ¢
implies a drastic reduction in the number of customers whose location is recorded in
each interval. This suggests that, in both cases, there is a low tendency for individuals
to record their location at the same or close instants of time. On the other hand,
in the NGSIM scenario, we observed the possibility of reducing ¢ to the scale of a

few minutes while maintaining a significant number of non-empty samples in each
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interval. Table presents the size of t assigned to each scenario. For the SFC
scenario, we extracted results from a temporal scope equivalent to one week, from
May 27 to June 3, 2008. For the RT scenario, the temporal scope was limited to
one workweek, from February 10 to 15, 2014. For the NGSIM scenario, the temporal
scope includes all mobility records available in the dataset, that is, those made during
46 minutes on June 15, 2005.

Table 4.3: Size of the interval ¢ and number of intervals per scenario

Dataset Size of the interval ¢ Number of intervals

SFC 4 hours 42
RT 4 hours 30
NGSIM 5 minutes 10

4.1.3 Feature extraction model structure

Since the heat maps of the SFC and RT scenarios have the same dimensions, being
differentiated — in terms of pre-processing — only by temporal resolution, we used the
same FCAE model structure in both scenarios. Thus, the input layer of the model is
parameterized as W = 40, H = 40, and D = 1. Next, the model sequences three
convolution layers with 128, 64 and 32 kernels of size 3x3, which use the Rectified
Linear Unit (ReLU) as the activation function, where ReLU (z) = max(0,z). The
fully connected layer uses the same activation function (AF) and is composed of
100 units, resulting in a vector with the same number of elements, which is the
encoded representation size. Finally, the transposed convolution layers, which are
symmetrical to the convolution layers, have 32, 64 and 128 kernels, respectively, and

also use ReLU as activation function.

Table 4.4: The FCAE model structure and attributes for the SFC, RT and NGSIM
scenarios

Parameter SFC and RT NGSIM
Input shape 40x40x1 4x56x1
Depth 3 2
Encoder kernels 128-64-32 16-8
Latent space 100 20
Decoder kernels 32-64-128 8-16
Kernels’ size 3x3 5x5
Stride 2 2
Padding 1 1
Activation Function ReLU ReLU
Loss Function MSE MSE

For the NGSIM scenario, the structure of the FCAE model consists of an input
layer with W =4, H = 56, and D = 1. It has two convolution layers, the first with
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16 and the second with 8 kernels, all 525 in size, and two transposed convolution
layers, symmetrical to the convolutional ones. The ReLLU is used as AF in both the
encoding and decoding layers and, finally, the latent space is made up of 20 units.
Table summarizes the FCAE model structure in relation to the sequence of layers

and their attributes.

4.1.4 Hyperparameter Settings

To configure the hyperparameters, we experimented with different combinations of
values using the FedAvg and FedProx aggregation algorithms before making the
final assignment. To evaluate the performance of each combination, we analyzed the
result of the loss function on the global model at the end of each round of federated
training in each scenario. Thus, Figure [4.1] and illustrate the aforementioned
losses when the number of epochs is £ = 3, E = 6, E = 9, and the number of
rounds is R = 30. When analyzing the number of rounds, we noticed that the first
training window — i.e., [0, 1), when each user only has one sample — presented the
most considerable variation in losses between two consecutive rounds. Also, that

after a certain number of rounds, the losses did not vary much from one round to
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Figure 4.1: The FedAvg and FedProx training and testing losses obtained in the
SFC scenario with data from the window [0, 1) (for training) and the window [1, 2)
(for testing), when the number of epochs is assigned the values £ = 3, £ = 6, and
E =9, and the number of rounds is fixed at R = 30.
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Figure 4.2: The FedAvg and FedProx training and testing losses obtained in the RT
scenario with data from the window [0, 1) (for training) and the window [1,2) (for
testing), when the number of epochs is assigned the values £ = 3, E =6, and E = 9,
and the number of rounds is fixed at R = 30.

the next. In subsequent training windows, in which the number of samples increases,
we noticed an even lower variation from the start to the end of training. Thus, we
set the number of rounds for all intervals as R = 20.

Similarly, we analyzed the local training parameters, such as epochs. The
experiments performed in the three scenarios show that training with fewer epochs
not only kept the loss quite similar between the two algorithms throughout the
rounds but also resulted in a loss quite close to FedAvg, which obtained the lowest
loss when E = 9. Therefore, we decided to set £ = 3.

Regarding the learning rate, we experimented with values equal to 0.003, 0.001
and 0.0005 for the SFC and RT scenarios. Unlike the first two settings, only the last
one resulted in a slope on the resulting loss. In turn, we observed that these values
were not suitable for training the NGSIM scenario, either because they caused too
many variations or a low slope in the loss curve. We therefore applied a learning
rate of 0.002 for this scenario. We also defined the SLI window-strategy size as
sw = 3. Finally, for the choice of K by the AIC and BIC methods, we defined a set
of candidates that varies from 1 to 20 for the SFC and RT scenarios and from 1 to

30 for the NGSIM scenario.
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Figure 4.3: The FedAvg and FedProx training and testing losses obtained in the
NGSIM scenario with data from the window [0, 1) (for training) and the window
[1,2) (for testing), when the number of epochs is assigned the values E' = 3, E = 6,
and £ =9, and the number of rounds is fixed at R = 30.

To conduct experiments in a centralized way, in which the server is solely respon-
sible for training the model, we set training parameters for an FCAE model with the
same structure defined in Section [£.1.3] To perform a fair comparison, the parame-
ters were set for the centralized experiment so that the number of model updates
was equal for the corresponding intervals on the FL-based approach. Equation
expresses how the number of updates in each interval is computed, where E is the
number of epochs, N the number of samples — which varies at each interval but is the
same for both approaches —, B the batch size, and R the number of rounds (if the
approach is FL-based, otherwise R = 1). The Table presents the hyperparameter

settings for the FL-based and centralized approaches.

M = (E%) R (4.1)

4.2 FEvaluation Metrics

To measure the communities’ quality, we used some metrics, as suggested in [22], to

verify the similarity and dissimilarity degrees among users from the same community
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Table 4.5: Hyperparameter settings for the FL-based and centralized approaches for
SFC, RT and NGSIM scenarios

Parameter SFC and RT NGSIM
FL-based Centralized FL-based Centralized

Number of rounds 20 - 20 -
Epoch 3 150 3 150
Batch size 2 5 2 5
Learning rate 0.0005 0.0005 0.002 0.002
SLI window size (sw) 3 3 3 3
Candidates (K) {1, 2,3 ..., 20} {1,2,3 ..., 30}

and from different communities, respectively. For each metric, we measured the
average considering all pairs of individuals — i.e., disregarding partitioning into
communities —, and compared it with the intra- and inter-community pair averages,
all with 95% confidence intervals.

In the temporal aspect, for each interval ¢, we counted the time spent together
by each pair of users in the same cell as the contact time between them. Through
this metric, we expected to obtain a higher intra-community average contact time
and a lower inter-community average contact time compared to the average contact
time of all users.

In the spatial aspect, we computed three metrics over all pairs of mobility samples
in each interval ¢. The Structural SIMilarity (SSIM) [107] compares local patterns of
pixel intensities in images regarding luminance and contrast, and the Adjusted Rand
Index (ARI) [I08| [109] calculates the adjusted Rand index, which determines the hit
rate of cluster label assignments for each pair of elements. As they are considered
similarity metrics, we expected higher SSIM and ARI values to be obtained for
intra-community samples. The Mean Square Error (MSE) consists of the square
mean of the difference in intensity of corresponding pixels in two compared images
and is used as a dissimilarity metric among users’ mobility. Thus, we expected higher
MSE values for inter-community samples.

Equation [.2] presents the formulation of the SSIM metric, where 4, and py are
the average intensities of all pixels in images y and ¥, respectively; o, and o are the
variances of these images; o,; the covariance between them; and C; and Cy, small

constants to avoid instability when (u2 + p2) and (o} 4 07) are very close to zero.

(2uypg + C1) (20,5 + Cs)

SSIM . 5) =
WD (i o+ i+ Co)(0F + 0f + C)

(4.2)

Equation presents the formulation of the ARI metric, where N corresponds
to the number of samples in each interval ¢; V and V are the totals of subsets in two

distinct partitioning (a and [, respectively) of these samples; and s,5, each subset

41



in the contingency matrix, represented by Table [4.6]

ARI = (];) Zl‘)/ZI 27‘3/:1 (fgv) B [Zz‘;/:l (SZU) 27‘3/:1 (_Szv)] <4.3)
3 ()0 (3) + X0 (91 = 20 (3) 2o (3))
a\B| B B .. v | Total
aq S11 S12 81\7 S1
(0] S21 S99 82‘7 S9
Qy Sy1 Sy2 ... Syy Sy
Total | s1 sy ... sy

Table 4.6: Contingency matrix

As for the MSE metric, the Equation [4.4] presents its formulation, where P

corresponds to the total number of pixels compared between images y and .

P
1 _
MSEq g = 5 > (i — ) (4.4)

i=1

Finally, to analyze these metrics, we identified and labeled as Best the K candidate
that resulted in the highest average contact time among intra-community users. Our
decision was based on the understanding that contact time is the most important

metric, as it indicates the coexistence of individuals in the same cells.
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Chapter 5

Results

In this chapter, we present the results obtained from our experiments to answer the
RQ presented in Section [d To answer RQ1, in Section 5.1, we analyze the choice of
the number of communities made by the probabilistic methods AIC and BIC. To
answer RQ2, in Section [5.2] we analyze the impact of the ACC and SLI strategies
on the model’s results and their division into communities. In these two sections, we
evaluate the results obtained from the use of the FedAvg and FedProx algorithms
in specific intervals. Finally, to answer RQ3, in Section we compare the results
obtained by these two algorithms against those of the centralized training approach

over several intervals.

5.1 The implications of using AIC and BIC to define
K

For most intervals in each scenario, we observed divergent choices of K between the
probabilistic methods. Since the SLI window has size sw = 3, in the intervals t, t;
and t5, the ACC and SLI strategies use the same training samples. Thus, the interval
to is the last one in which the results of these strategies are equal. Figures and
show, respectively, the FedAvg and FedProx average contact times obtained in the
SFC, RT and NGSIM scenarios during the interval ¢5 for all pairs of individuals and
for intra- and inter-community individuals. We noticed a fluctuation in the average
intra-community contact time as the K candidate increases in the three scenarios.
Quite similar oscillation patterns can be observed between the candidates in the
FedAvg and FedProx SSIM (Figures and [5.4] respectively), and MSE (Figures
and , respectively), both referring to the interval ¢5. These results strongly
suggest that a random choice of K — or even keeping it fixed over different intervals —
can produce community formations in which the average intra-community contact

time may be negatively affected. Therefore, this confirms that choosing a candidate
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requires a selection criterion.

Since mobility samples — and their respective encoded representations — express
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Figure 5.1: FedAvg average contact time at interval ¢, for SFC, RT and NGSIM
scenarios.
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more the spatial than the temporal aspect of the individuals’ behavior, we can say

that similarity and dissimilarity are direct metrics, while contact time is an indirect
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Figure 5.2: FedProx average contact time at interval ¢ for SFC, RT and NGSIM
scenarios.
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evaluation metric. This is why a temporal resolution setting is so important because

even if two individuals take the same paths within the same time interval, if the
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Figure 5.3: FedAvg average similarity (SSIM) metric at interval ¢, for SFC, RT and
NGSIM scenarios.
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interval is large enough that they do not coexist in the same cells, their contact time

will be zero, even though the mobility samples are identical, which would produce
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Figure 5.4: FedProx average similarity (SSIM) metric at interval ¢, for SFC, RT and
NGSIM scenarios.
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excellent similarity and dissimilarity results.

Unlike the NGSIM scenario, the SFC and RT scenarios cover a larger spatial
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Figure 5.5: FedAvg average dissimilarity (MSE) metric at interval ¢y for SFC, RT
and NGSIM scenarios.
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area, and have smaller spatio-temporal resolutions (larger cells and intervals). They

also have a smaller number of users, which directly influences their density. As a
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Figure 5.6: FedProx average dissimilarity (MSE) metric at interval ¢, for SFC, RT
and NGSIM scenarios.
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result, small changes in community composition have a significant impact on the
evaluation metrics in these scenarios. This especially explains the result for contact
time in the RT scenario. That is, this scenario presents the lowest density of users
— who may not even be present on the map at the same time. Therefore, two or
more individuals grouped in the same community may present the same movement
pattern, but at different times within an interval. This implies zero contact time
between them, even if there is spatial similarity. As a result, we see that certain
K candidates produce intra-community contact time lower than the average for all
users in the RT scenario.

In theory, choosing higher K values would result in better-defined communities,
i.e. where users share a very high degree of behavioral similarity, as expressed by
the evaluation metrics. However, due to the characteristics and configurations of the
scenarios, this assumption does not always prove to be true, which can be verified by
the oscillation observed in the results as K increases.

Despite this, we observed that the AIC method tends to choose higher K values
compared to the BIC, as shown in the Figures [5.1] and [b.5] On these occasions,
we also found that AIC had better results than BIC. Although both results are not
always as close as those obtained by the Best candidate, they still improve intra-
and inter-community metrics.

Thus, in response to RQ1, we found that the AIC method outperformed the
BIC, although both met the expectations of the evaluation metrics. Although the
results of all the metrics may be some distance from their best value, the probabilistic
methods provided safer choices of K, ensuring that the intra- and inter-community

metrics of similarity and dissimilarity are distant from the average of all pairs.

5.2 The impacts of ACC and SLI strategies for FL-

based training and communities’ composition

Since the SLI window size is sw = 3, the results of this strategy and the ACC ones
are the same in windows [0, 1), [0,2) and [0, 3). As the SLI window slides and training
datasets become different for each strategy, from the interval 3 onwards, the results
start to diverge in windows [0,4) (ACC) and [1,4) (SLI). Thus, Figures 5.7,
present the loss curves of the FedAvg and FedProx global models in later windows, so
that the impact of different amounts of samples on model training can be observed.

In all scenarios and strategies, although subtle, the downward trend remains
for both algorithms, which indicates that the model is learning. We observe that
the ACC and SLI window-strategies generated loss curves with very small distances

between training and testing. Still, in the SFC and RT scenarios, the ACC strategy
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Figure 5.7: Losses of the FedAvg and FedProx global models in the SFC scenario
after training using the windows [0, 9) and [6, 9), i.e., ACC and SLI, respectively.
Samples from the interval ¢ty were used for testing.

had the lowest loss in both curves when using the FedAvg algorithm, while the SLI
strategy had the best result when using FedProx. In contrast, in the NGSIM scenario,
the ACC strategy performed better with both algorithms, although with FedProx
the difference between ACC and SLI is practically negligible.

Because the SFC and RT scenarios are more extensive - both spatially and
temporally - and therefore more complex, the largest number of samples used by

ACC help to improve the model. In this way, the model undergoes more updates and,
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Figure 5.8: Losses of the FedAvg and FedProx global models in the RT scenario
after training using the windows [0, 9) and [6, 9), i.e., ACC and SLI, respectively.
Samples from the interval ¢y were used for testing.
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Figure 5.9: Losses of the FedAvg and FedProx global models in the NGSIM scenario
after training using the windows [0, 9) and [6, 9), i.e., ACC and SLI, respectively.
Samples from the interval ¢ty were used for testing.

consequently, its parameters are better adjusted. Regarding the better performance
of the SLI strategy when using FedProx, the smaller number of samples subjects the
model to fewer updates during local training. This implies a reduction in deviations
in relation to the global model, which favors learning. Despite this, we observe that
the FedAvg algorithm presented lower losses than FedProx in these scenarios. In
both cases, we verified that the test curve remains above the training curve. However,
as the downward trend continues throughout the rounds, it is not an indication of
overfitting.

In turn, in the NGSIM scenario, both ACC and SLI showed test curves equal or
below the training curve, indicating the model’s high generalization capacity in this
scenario with both window strategies. Although the ACC strategy also performs
better with FedProx, we observe a significant improvement in the loss generated by
SLI with FedProx compared to FedAvg, which reiterates our analysis. Furthermore,
although the loss values obtained in the NGSIM scenario can be considered small,
they were higher compared to the previous scenarios. However, through empirical
analysis of the sample reconstructions, we observed that the ACC and SLI models
achieved satisfactory quality. Thus, we confirmed that both ACC and SLI produce
models with low reconstruction loss, which indicates that the resulting encoded
representations are capable of expressing the individuals’ behavioral patterns.

To compare the strategies’ performance, we analyze the average ARI in the tg
interval, which provides the last mobility sample of the training windows [0, 9) and |6,
9). Thus, Figure shows the average of this metric when combining the window
strategies with the K choices made by the probabilistic methods.
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Figure 5.10: Average ARI for the SFC, RT and NGSIM scenarios at interval tg —
after training in windows [0,9) (ACC) and [6,9) (SLI).



In the SFC scenario, we confirmed the better performance of the ACC strategy
over SLI, given that in all cases, even by a tiny difference, the former resulted in a
higher ARI. Regarding the FedProx algorithm, it would be natural for SLI to result
in a higher average ARI, especially in cases where the same K is chosen, since this
strategy obtained lower training and testing losses compared to ACC. However, we
observe a certain equity between the results. This indicates that even with the lower
learning loss, the predictive capacity of the model trained with SLI is very similar to
that of ACC when using FedProx. This is justified by the penalty that this algorithm
gives to deviations of local models in relation to the global model. That is, when
using ACC, it is common for some users to have many more samples than others,
which would lead them to make more updates to the local model. However, when the
FedProx penalty is applied, the impact of these updates is softened. On the other
hand, when using SLI, a limit of samples for training is imposed, which reduces the
impact of the FedProx penalty on the trained model while balancing its result with
that of the ACC model.

In the RT scenario, in line with the learning loss results, we see that the ACC
strategy performed better with FedAvg, while SLI performed better with FedProx. In
this case, we highlight the combinations that chose the same K, i.e., FedAvg/AIC and
FedProx/BIC. These results clearly show the gain of each strategy. When comparing
the results of FedAvg and FedProx, we observed that the former obtained better
performance of the metric in the corresponding combinations, even when the K is the
same. As this is a scenario with a significantly smaller number of users and, therefore,
samples, the use of FedAvg helps the model to learn, by facilitating its improvement
and allowing the full participation of all available users. That is, FedAvg performs
aggregation in a simple way, without explicit penalties to deal with the heterogeneity
of local data. Thus, when using ACC, the algorithm takes advantage of all available
samples, offering a larger and more diverse database for local training, which can
benefit the learning in scenarios with few users. In contrast, the FedProx algorithm
benefits from the use of the SLI strategy, with which only the most recent samples
are used, and local heterogeneity is reduced (local data are more homogeneous, as
they reflect more aligned behavioral temporal patterns). In this case, the FedProx
penalty term is activated less frequently, allowing local updates to contribute more
freely to the global model.

Finally, in the NGSIM scenario, we found very close results between ACC and SLI
when the FedProx algorithm was used. This result is consistent with that obtained
in the loss function curves. We attribute this result to two main factors. First, to the
characteristics of the scenario. That is, since it is a single high-speed highway, the
travel patterns among all users tend to be quite similar, regardless of whether they are

more recent samples or not. Furthermore, given that this scenario has very few gaps
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in mobility records, the number of samples among all users tends to be practically
the same, which balances their participation. Thus, the older samples used by ACC
in this scenario end up having reduced impact on the model when compared to the
more recent ones, while the contribution of users tends to be practically the same
in both strategies. This is reinforced by the results of the strategies when FedAvg
is used. In all combinations with this algorithm, especially the Best candidate, we
observe values very close to those obtained with FedProx. This shows that in this
scenario, where the behavior patterns of all users, as well as their number of local
samples, tend to be practically the same, the FedAvg and FedProx models achieve
quite similar learning capacity.

To corroborate our analysis, Tables and show the average intra-
community ARI when ACC and SLI produce the same number of communities in the
SFC, RT and NGSIM scenarios, respectively. The values presented in these tables,
especially those related to the SFC and RT scenarios, confirm that FedAvg benefits
from the larger volume of data (ACC), even if heterogeneous. This is because the
lack of regularization makes it depend on diversity and quantity of data to ensure
generalization. In turn, using only recent samples (SLI) reduces diversity, which
impacts this capacity. In turn, FedProx, when using all local samples, faces greater
heterogeneity, which triggers the penalty more frequently, limiting the impact of
local updates. Finally, by using only more recent samples, this algorithm applies less
penalty, allowing local updates to contribute more significantly to the global model.
As for NGSIM, with its large number of participants, the influence of each user on the
global model is reduced, which smooths out the impacts of individual variations and
facilitates the convergence of the global model. In addition, the similarity between
user datasets reduces global heterogeneity. Thus, both FedAvg and FedProx benefit
from the SLI strategy, which filters out the most recent data that has the most
impact, resulting in more focused and efficient updates to the global model.

These results reinforce the ability of the FL-based FCAE model to extract spatio-
temporal mobility features to identify communities. In this context, using the ACC
and SLI window-strategies showed that training performed with different amounts
of samples directly impacts the communities’ composition. We observed that in

scenarios with greater spatial extent and lower temporal resolution (like SFC and

Table 5.1: Average intra-community ARI for each window-strategy when both produce
the same number of communities in the SFC scenario.
Strategy FedAvg FedProx
k=6 k=7 k=11 k=15 k=18 k=19 ‘ k=7 k=16 k=19 k=20

ACC 0.1498 0.1504 0.1545 0.1697 0.1991 0.1843|0.1448 0.1608 0.1639 0.1628
SLI  0.1470 0.1506 0.1657 0.1691 0.1774 0.1753]0.1444 0.1563 0.1641 0.1632
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Table 5.2: Average intra-community ARI for each window-strategy when both produce
the same number of communities in the RT scenario.
Strategy FedAvg FedProx
k=3 k=4 k=5 k=19 k=20 ‘ k=4 k=5 k=6 k=12 k=15

ACC 0.1096 0.1325 0.1390 0.2360 0.2113|0.1087 0.1135 0.1233 0.1388 0.1537
SLI  0.1088 0.1181 0.1270 0.2156 0.2241{0.1123 0.1166 0.1195 0.1592 0.1708

RT), the ACC strategy was more efficient than the SLI strategy. That, however, does
not invalidate the SLI strategy, as it performed well in the scenario with a smaller

spatial extent and higher temporal resolution. With that, we answer RQ2.

5.3 Comparison between the FL-based and central-

ized approaches

Since traditional (centralized) learning methods usually generate better-trained
models compared to distributed approaches [I10], we investigated the performance
of that learning method compared to FL in identifying communities. For this, we
analyzed the communities generated by the candidate Best in 42 subsequent intervals
in the SFC, 30 in RT scenarios and 10 in the NGSIM scenario. Table presents
the Best K of each interval for each combination of approach and window strategy
for each of the scenarios. The figures in this section show the averages of the contact
time and SSIM metrics and their respective 95% confidence intervals, all interpolated
from one interval to the next.

The Figure [5.11)(a) presents the contact time metric for the SFC scenario. As
expected, centralized training resulted in communities that better met the intra-
and inter-community contact time metric expectations, which can be seen by the
distance between the confidence intervals of their measurements and the average of all
pairs. However, we also observed that the results obtained by all training approaches
(centralized and the two FL-based) often overlap. These overlaps indicate that, in
general, there is not a significant dissonance among the results of these approaches
in relation to what is expected for this metric.

Still on the contact time metric of the SFC scenario, it is interesting to observe

Table 5.3: Average intra-community NGSIM for each window-strategy when both
produce the same number of communities in the NGSIM scenario.

Strate FedAvg FedProx
FBY k=6 k=7 k=27 k=28 k=30|k=11 k=12 k=30

ACC 0.6824 0.6913 0.7796 0.7794 0.7797|0.7449 0.7528 0.7921
SLI  0.6180 0.6537 0.7803 0.7919 0.7970|0.7488 0.7361 0.7957
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the peaks in the average for all nodes (solid green curve), which repeat every 3
intervals (that is, every 12 hours). In addition, we observe that the four peaks
between intervals to7; and t3; are slightly different from the others. We believe that
this occurs because these intervals correspond to a weekend (May 31 and June 1,
2008) and, therefore, mobility and contact patterns between users are different from
those on weekdays. When analyzing the intra- and inter-community contact time
obtained from our framework, we observed that these behaviors are strictly respected.
Furthermore, we found that grouping users who have similar behavioral patterns
significantly increases the contact time between them.

In Figure m(b) we observed that all approaches also produce close results
regarding the spatial similarity metric. Unlike what happens in contact time, where in
most intervals we see overlapping results, in the SSIM metric we see the predominance
of gains from the FL-based approach that uses FevAvg. This gain is observed when
both the ACC and SLI strategies are used. This result highlights how the use of
an FL-based approach can, as much as the centralized one, refine the prediction
capacity of the FCAE model for extracting latent spatio-temporal features in user
mobility samples. Furthermore, we verify again that the patterns in the curves

repeat themselves regularly, now every 6 intervals (24 hours), and also that between

Table 5.4: Best K of each interval for the SFC, RT and NGSIM scenarios.

San Francisco Cabs Roma Taxi NGSIM
Centralized FedAvg FedProx Centralized FedAvg FedProx Centralized FedAvg FedProx
ACC SLI ACC SLI ACC SLI ACC SLI ACC SLI ACC SLI ACC SLI ACC SLI ACC SLI

Interval

0 15 15 17 17 11 11 16 16 18 18 15 15 30 30 28 28 28 28
1 11 11 19 19 19 19 7 7 18 18 5 5 28 28 24 24 23 23
2 14 14 20 20 19 19 11 11 13 13 20 20 23 23 28 28 21 21
3 18 17 20 20 14 16 16 11 19 12 20 8 27 26 28 29 26 30
4 17 20 20 20 20 7 5 3 16 18 12 9 25 30 22 29 23 29
5 18 14 18 18 15 13 4 17 15 17 19 18 21 21 29 28 29 29
6 19 16 19 19 16 19 7 4 8 10 13 19 22 17 24 29 27 29
7 20 19 11 11 20 20 6 3 19 17 20 12 28 27 29 28 29 26
8 15 20 18 18 19 20 8 16 19 20 15 12 28 28 28 27 30 30
9 20 20 8 8 16 17 12 12 16 17 14 16 30 22 30 28 28 19
10 14 17 20 20 19 20 9 20 15 16 13 20

11 17 20 5 15 18 19 17 17 18 4 15 12

12 20 17 5 15 20 19 17 16 20 20 9 13

13 20 20 20 20 20 20 6 2 9 3 16 4

14 14 14 20 20 18 19 18 19 20 20 19 18

15 17 18 17 17 18 20 14 18 15 10 5 20

16 17 16 19 19 20 19 20 13 8 12 19 10

17 14 10 11 11 20 18 20 20 19 16 18 13

18 18 17 19 19 19 20 3 9 14 9 9 19

19 20 18 18 18 20 20 2 11 2 2 9 4

20 20 20 20 20 20 19 18 17 8 19 17 12

21 18 20 16 16 19 19 19 13 14 5 13 15

22 18 17 20 20 19 19 13 16 20 © 16 18

23 20 18 20 20 20 17 19 14 11 14 19 15

24 20 20 20 20 17 20 13 17 14 19 18 8

25 17 18 19 19 19 20 4 2 2 6 17 8

26 17 19 16 16 17 18 19 18 7 4 11 20

27 19 20 20 20 20 20 19 12 14 20 19 11

28 18 18 18 18 20 20 14 19 15 14 18 8

29 19 20 19 19 18 14 16 12 20 13 18 19

30 16 20 19 19 20 13

31 19 19 14 14 18 17

32 16 17 20 20 15 16

33 16 20 18 18 19 20

34 20 19 18 18 19 20

35 19 19 19 19 20 19

36 20 20 20 20 20 15

37 20 14 20 20 17 18

38 16 18 19 19 20 18

39 18 16 19 19 18 20

40 14 18 18 18 20 9

41 19 18 15 15 17 14
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intervals to7 and t35 the pattern is different. Since the intra- and inter-community
SSIM — for all approaches and strategies — also follow these patterns, but with a
considerable improvement over the average for all nodes, we confirm the similarity
among the results of the approaches in this scenario.

In turn, Figure m(a) presents the contact time metric for the RT scenario. In
this scenario, we do not observe well-defined patterns that repeat themselves in the
average contact time for all pairs of users (solid green curve). In fact, we consider this
scenario to be quite challenging since it has a low number of users, which sometimes
varies abruptly from one interval to the next, as shown in Table [5.5] This feature
allows us to understand the result presented in this figure, especially if we consider
the result obtained in the SSIM metric (Figure [5.12b)). The joint analysis of the

contact time and the similarity metric in the RT scenario confirms our assumption
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Figure 5.11: Contact time and SSIM metrics for the SFC scenario using FL-based
(FedAvg and FedProx) and centralized approaches with the ACC and SLI window-
strategies.
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Figure 5.12: Contact time and SSIM metrics for the RT scenario using FL-based
(FedAvg and FedProx) and centralized approaches with the ACC and SLI window-
strategies.

that the samples and their respective coded representations express more the spatial
than the temporal aspect of the mobility of individuals.

This becomes clear when we notice not only the occurrence of these patterns
that repeat themselves in the SSIM metric, but also the way in which the intra- and

inter-community SSIM respect these patterns. This occurs precisely because, even

Table 5.5: Number of nodes in each interval in the RT scenario.
Interval 0O 1 2 3 4 5 6 7 &8 9 10 11 12 13 14

Nodes 65 50 117 183 168 139 71 48 114 172 177 146 80 46 118

Interval 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29
Nodes 179 180 140 80 51 122 166 182 149 83 55 121 172 181 148
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though there are few users at certain intervals, there are similar behavioral patterns
among them. However, this does not imply that they necessarily occur at the same
or close moments. For this reason, the intra- and inter-community contact time in
this scenario is so irregular.

In Table |5.5| we highlight the intervals in which the number of users reduces
drastically. When we check Table[5.4], we see that the Best K value drops dramatically
in these intervals — especially where the number of nodes is below 60 — compared
to the others. Looking at Figure m(a), we see that exactly in these intervals, the
framework fails to increase the intra-community contact time. In fact, this contact
time ends up being below the average for all pairs of users. However, this failure is not
repeated in the similarity metric. This finding confirms our premise and reinforces
that, to generate better intra-community contact times, our framework is dependent
on the granularity of the temporal resolution in the pre-processing step. As in the
previous case, we observe in this scenario that there is an alternation between the
approaches that produce greater intra-community contact time. However, in the
SSIM metric, again, we see the predominance of gains from the approach based on
FL, FedAvg. This reinforces once again the advantages of using a federated approach.

Finally, for the NGSIM scenario, Figure [5.13| presents the contact time and the
SSIM metric. As in the previous scenarios, we observe alternating gains between the
approaches in both metrics but a predominance of the FL-based approach in the
SSIM metric. This reiterates the quality of the model trained via FL. compared to a
traditional approach.

Unlike the SFC scenario, we do not observe patterns in the curves of both metrics.
This is because the NGSIM scenario covers a short period of time. Furthermore,
NGSIM records the mobility of a huge number of users, which maintains, in each
interval, a reasonable quantity of individuals moving. With a temporal resolution
that accommodates a high number of nodes within the same cells simultaneously,
the contact time between them increases. Thus, unlike the RT scenario, we see in
Figure [5.13|(a) that the intra-community contact time is higher than the average for
all nodes in all intervalsﬂ although the scale is smaller.

Similar behavior can be seen in Figure [5.13|(b), referring to the SSIM metric for
the NGSIM scenario. Again, the results obtained by each combination of approach
and strategy are very similar in most intervals. Furthermore, in this scenario, the
methodology’s ability to distance the intra-community similarity curves from the
average for all pairs of nodes is more evident than in the previous ones. The choices
of the same or nearby K in some intervals keep the approaches’ curves very close to

each other, for example, the intervals ty and tg. This reinforces that the use of an

Tn intervals ¢y and t;, the minimum difference between the intra-community and all-pairs
average contact time is 0.03 and 0.04, respectively.
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FL-based solution is not far from a centralized one in the this scenario.

It is interesting to note from the NGSIM scenario that its temporal resolution
is quite different compared to the SFC and RT scenarios. Although the spatial
resolution is also quite different, with NGSIM we were able to see what happens
to the results when the size of the interval ¢ is reduced and the communities are
updated more frequently. With the results of this scenario, we saw that the contact
time and the similarity metric undergo smoother changes from one interval to the
next and, above all, among the combinations of approach and window-strategy.

The results presented in this subsection for the SFC, RT and NGSIM scenarios
demonstrate that the FL-based approach achieves results very close to those obtained
by the centralized approach for the contact time and SSIM metrics in community

identification. Thus, answering RQ3, We found that there is no significant difference
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Figure 5.13: Contact time and SSIM metrics for the NGSIM scenario using FL-based
(FedAvg and FedProx) and centralized approaches with the ACC and SLI window-
strategies.
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between the results obtained by both approaches, even with the window-strategies,

as we observed from the similar trends and multiple overlapping curves.

5.4 Discussion

In this section we present a brief discussion of how time influences the formation of

communities and some of the challenges and implications of our work.

5.4.1 The Influence of Time on Communities

Building on the results presented in Section [5.3] we will briefly discuss the communi-
ties’ evolution over time. Our hypothesis was that, as the behavior of individuals
varies from one interval to another, the similarities and/or dissimilarities among
them are accentuated. This would have a direct impact on the best way to group
such individuals into communities, both in terms of number and composition. Thus,
the results presented in Section confirm our hypothesis. From them, we could
see that the encoded representations resulting from the FL-based and centralized
models are grouped in different sets of communities at each interval to better meet
the metrics of contact time, similarity and dissimilarity among users.

In all scenarios, we found that to obtain a longer intra-community contact time,
the value of K had to be varied periodically, as shown in Table 5.4, By using a
higher temporal resolution, i.e., shorter time intervals, we observed a more subtle
variation between the K values chosen from one interval to the next. This result,
obtained in the NGSIM scenario, reinforces that this setting plays an important role
in making the evolution of communities smoother as time progresses. In turn, by
using a lower temporal resolution (longer time intervals), the gradual evolution of
communities may be lost, and as a result, more drastic changes in the K can be
observed. This is because, with this resolution, the samples will aggregate mobility
information from a long period in the past, so the impact of recent mobility events
is reduced for the detection of communities.

In turn, although the number of users in the scenario is extremely important in
determining the average contact time, we confirmed that spatial resolution also has
a direct impact on the result of this metric for all pairs of users and, consequently,
intra- and inter-community users. Thus, in the NGSIM scenario, whose cells were
40mx40m, we found average contact times of less than 1.4s over all the intervals.
On the other hand, in the SFC and RT scenarios, whose cells were 300mx300m, we
obtained longer contact times. Therefore, both the size of the time interval to update
the communities and the size of the region within which users can be in contact have

a strong influence on the resulting groupings.
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Finally, when we verified that the value of K needs to be varied over time, we
consequently proved that a fixed K for all intervals would generate a poor result.
This is because both the periodic adjustment of the model and the variation in
the behavioral patterns of individuals result in different encoded representations
at each interval, which implies new arrangements of communities. So, using one
of the probabilistic methods for choosing K exempts us from risking a value for
this parameter in each interval. With this, we proved the ability of our proposal to
periodically detect communities as time progresses and the behavior of individuals

changes.

5.4.2 Challenges and implications

Through our research, we have developed a distributed framework, based on FL, for
periodic community detection. Our work uses raw human mobility data to extract
spatio-temporal features of displacement and capture the geographical preference of
users in urban spaces.

By using FL in our solution, mobility data is kept locally, guaranteeing more
privacy for users. Although this data is generated and made easily available on today’s
mobile devices, and its pre-processing can be carried out locally, the configuration
parameters for this stage still need to be determined by a central unit. This is
necessary to keep the model’s training data (the frequency of generation and the
dimensions of the heat maps) consistent across different users.

Since the process of aggregating the FCAE model and detecting communities is
dependent on a server, delegating the assignment of these values to it would not incur
a significant additional cost. However, it is worth noting that our solution depends
on and is highly impacted by the determination of these parameters, as discussed
before. In addition, our work does not consider aspects such as city structure and
socio-economic factors to detect communities. We purely use raw spatio-temporal
mobility data for this task, which in a way simplifies our solution.

In practice, our work can be applied to real-life scenarios in which individuals can
benefit from sharing similar behaviors with others, such as spreading messages on
opportunistic networks, spreading targeted ads, sharing modes of transport, etc. In
addition, the periodic adjustment of communities would keep these services constantly

updated, providing even more benefits to their users.

63



Chapter 6

Case Study: Message delivery in
OMSN based on periodic community
update

In this chapter, we present a case study based on opportunistic routing using our
periodic community detection framework. To this end, we address the concepts
related to opportunistic mobile social networks and the characteristics of some of
the main opportunistic routing protocols in the literature. Then, we introduce a new
protocol, called PCU, based on the Periodic Community Update resulting from the
framework proposed in the previous chapter. The objective of this proposed case
study is to corroborate the functioning and applicability of our proposal in a real-life

scenario.

6.1 Opportunistic Mobile Social Networks

Delay-tolerant networks (DTNs) are characterized by the absence of continuous end-
to-end paths between two nodes due to infrastructure unavailability, node mobility,
and resource limitations [ITI]. These characteristics result in network partitioning
due to constant topology changes, which leads to long delays in message delivery.
Examples of application scenarios for these networks include disaster situations, big
events and remote areas where infrastructure is unavailable.

An opportunistic mobile social network (OMSN) is a specific type of DTN. It incor-
porates aspects of social networks, such as node relationships, into infrastructure-less
networks with intermittent connectivity and dynamic topologies. In a real environ-
ment, an OMSN can be formed by a set of mobile devices that connect via Bluetooth,
such as smartphones, being carried by individuals moving around a city. Since con-

nections are unstable due to mobility, nodes use a mechanism based on storing and
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carrying messages until forwarding. Compared to traditional, infrastructure-based
networks, OMSNs (and DTNs in general) pose numerous challenges to message
delivery, especially regarding delay.

Much effort has been put into improving routing in DTNs over the years [112].
Because many of these networks exhibit social characteristics, their nodes may present
long-term relationships and behaviors that are conducive to message delivery [113].
Thus, more recent forwarding solutions, based on OMSNSs, have taken advantage of
such information, which influences contacts and message-sending opportunities [114].
This social-aware routing enables the selection of more appropriate relays, which
improves the data transmission efficiency and reliability, and increases the delivery

probability as delay is reduced.

6.1.1 Social metrics for social-aware routing

To estimate the quality of encounters between nodes in OMSNs, some social metrics
have been used in recent studies, such as centrality, tie strength, interest, popularity,
cumulative contact frequency, community, similarity, fairness, among others [T14-116].
Similar to [I14], we categorize these metrics into two macro-groups: individual-based
social metrics and group-based social metrics. Next, we will briefly present some of
the metrics listed in each group.

Centrality, interest and tie strength are among the individual-based social metrics.
Basically, centrality measures the importance of a node in the network. This metric
can be defined as degree, which measures the number of connections a node has — it
also determines the popularity of the node; betweenness, which indicates the ability
of a node in a network to be on the shortest path between other nodes; and closeness,
which indicates how close a node is to all the others. Interest can be assimilated as
an indirect social metric, as it assumes the propensity for friendships and frequent
meetings based on the preferences of social nodes. Tie strength quantifies the link
between two nodes, such that strong ties are more likely to be activated than weak ties.
Its most common indicators are cumulative contact frequency, closeness, longevity,
and recency.

As for community, similarity and fairness, they are categorized as group-based
social metrics. A community is made up of a set of nodes that are more connected
to each other than to outside nodes. Similarity is defined as the amount of common
nodes between a pair of nodes. Fairness refers to the equal participation of nodes
as traffic load relays, which can impact both the delivery rate and the longevity of
network connectivity. For example, in centrality-based routing OMSNSs, a small set
of nodes (those with the highest centrality) carry the majority of the traffic, which

can overload their buffer or even exhaust their energy.
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SOCIAL METRICS EXTRACTION -

Figure 6.1: Illustration of social metrics extracted from the encounters of individuals
moving in urban spaces. In this figure, the node with the highest centrality in the
network is identified and highlighted among the others. Similarly, four communities
based on encounters and the tie strength between nodes are highlighted. In addition
to these, other social metrics can be extracted from the mobility of individuals in an
urban setting.

In an urban setting, where individuals carry mobile devices and move using
different modes of transportation, social metrics are extracted from their multiple
encounters over time. Figure illustrates the extraction of social metrics from the

encounters of individuals in an OMSN.

6.1.2 Social-aware routing schemes for OMSNs

Based on the above social metrics, several social-aware routing schemes have been
proposed [I17, 118]. Next, we briefly describe three of them, which have shown a
high probability of delivering messages with low delay and cost.

SimBet [I19] combines social similarity and betweenness centrality metrics to
decide on message forwarding. It explores the underlying social structure of inter-
actions between nodes, using similarity to identify social proximity relationships
between nodes and betweenness centrality to identify nodes that can best act as
intermediaries in the network. The forwarding decision is based on these two metrics
so that the message is sent to nodes that are better positioned in the social network
or have greater similarity with the recipient, increasing delivery efficiency in scenarios
with intermittent connectivity.

BubbleRap [120] is a well-known routing scheme based on communities and the

social centrality of nodes. It explores the idea that nodes tend to form communities
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based on the frequency of encounters. The protocol operates on two levels: inter- and
intra-community. In the first case, the message is forwarded to nodes with higher
global social centrality. In the second, to the nodes with higher local centrality. The
combination of centrality and communities allows BubbleRap to be more efficient in
terms of delivery and overhead in scenarios with mobility patterns based on social
interactions.

EpSoc [121] is a recent protocol that combines the forwarding strategy of the
Epidemic protocol with social features such as degree centrality. It adjusts the
time-to-live (TTL) of messages based on the centrality of nodes, allowing messages
to be forwarded more efficiently to socially active nodes, while a blocking mechanism
is implemented to prevent the reception of replicas of messages that have already
been discarded. This approach not only increases the message delivery rate but also
reduces the overhead and number of forwardings, resulting in superior performance

compared to the other protocols, especially in scenarios with larger buffer sizes.

6.2 Opportunistic forwarding based on Periodic

Community Update

To corroborate the functioning and applicability of our framework for periodic
detection of user communities in a real scenario, we developed a simple social-aware
forwarding scheme based on the communities identified over time.

The proposed scheme, called PCU (from Periodic Community Update) is based
on the metrics community, tie strength and popularity. The community metric is
applied by assigning a label to each user based on data processing performed by our
framework. Tie strength is used to compare the propensity of two nodes to find
the destination node or its community (i.e., a better forwarder is the one whose tie
to the destination user or its community is stronger). The number and variety of
meetings a node has, both at the node and community level, in a given time period
determines its popularity.

PCU works at two levels of message forwarding: inter- and intra-community. At
the inter-community level, we first consider that both the user (or node) carrying
the message and the node it finds do not belong to the community of the destination
(or target) node. In this case, the message is forwarded primarily based on the tie
strength metric, whether the found user has had more encounters with the target
user or with other users who belong to the target community. If the tie strength
check is negative, the popularity of the found node is checked. In this case, this
node must have had more encounters with nodes from other communities (quantity),

or have encountered more communities (community-level variety), or, finally, have
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encountered more nodes from other communities (node-level variety). Still at the
inter-community level, assuming that the user carrying the message finds a node that
belongs to the destination community, the message is forwarded without checking
metrics, since we assume that users from the same community have a high chance of
encountering each other, given their behavioral similarity.

Within the target community, a user carrying the message will only forward it to
nodes belonging to the same community. In this case, the encountered node must
have a stronger tie to the target user, or be more popular within the community,
having encountered a greater variety of nodes or having had more intra-community
encounters. Finally, in any chance of sending the message directly to the destination
node, the user carrying the message does so without checking any metrics.

To be selected as a message forwarder, the node found must satisfy at least
two of the conditions verified for inter-community forwarding and at least one for
intra-community forwarding. We injected this restriction to avoid uncontrolled
replication of messages in the network. To formalize our socially aware message
forwarding scheme for OMSNs, we refer to each of the aforementioned metrics using

the following notation:

label(i) refers to the community label of node i;

tiel(i, j) refers to the tie strength between nodes i and j, which is expressed by the

number of encounters between them;

tie2(i, c) refers to the tie strength between node i and community ¢, which is
expressed by the number of encounters between the node i and nodes belonging

to ¢;

popl(i) refers to the inter-community popularity of node i, expressed by the total

number of encounters of this node with nodes from other communities;

pop2(i) refers to the inter-community popularity of node i, expressed by the variety

of communities found by this node;

pop3(i) refers to the inter-community popularity of node i, expressed by the variety

of nodes found belonging to other communities.

pop4(i) refers to the intra-community popularity of node i, expressed by the total

number of encounters of this node with nodes in its community;

pop5(i) refers to the intra-community popularity of node i, expressed by the variety

of nodes found in its community.
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When using the PCU scheme, each node increments these values as encounters
occur in the network. Also, whenever communities are updated and a new label is
assigned to a user, which is common knowledge to all nodes, these values are reset.

Algorithm |3| expresses the working flow of the PCU forwarding scheme.

Algorithm 3: PERIODIC COMMUNITY UPDATE (PCU) BASED FORWARD-
ING SCHEME

1 for each node found do

if label(carrier) != label(target) then

N

3 if label(found) == label(target) then

4 the message is forwarded to the found node

5 else

6 check = 0

7 check += (tiel(carrier, target) < tiel(found, target))
8 check += (tie2(carrier, label(target)) < tie2(found, label(target)))
9 check += (popl(carrier) < popl(found))

10 check += (pop2(carrier) < pop2(found))

11 check += (pop3(carrier) < pop3(found))

12 if check >= 2 then

13 the message is forwarded to the found node

14 else

15 if label(found) == label(target) then

16 check = 0

17 check += (tiel(carrier, target) < tiel(found, target))
18 check += (pop4(carrier) < pop4(found))

19 check += (popb(carrier) < pop5(found))

20 if check >= 1 then

21 the message is forwarded to the found node

6.3 Intra-community flooding based on Periodic

Community Update

By grouping users into communities, we want to take better advantage of the similar
behavioral traits that exist among them. So, inspired by notification mechanisms,
but still in OMSN, we designed a scenario in which a message (consider it to be
an ad) needs to be delivered to all users in the community within which it was
generated.

Different routing schemes in OMSN (and DTNs in general) would be good
candidates to accomplish this task. However, our goal in this specific study is not
to evaluate decision-making strategies for forwarding and delivering messages. In
fact, we are more interested in measuring the quality of communities and how well

intra-community users are able to reach each other within a given period of time.
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To achieve this, we modified our original PCU routing scheme so that intra-
community routing is performed as it occurs in the epideminc. We named this
modified scheme IFPCU (Intra-Flooding based on Periodic Community Update).
Thus, considering the operation of our periodic community detection framework,
in which a new arrangement of communities is formed after each time interval, we

define the following scenario:

1. Whenever new community labels are assigned to users, in each community,
a random user is chosen to generate a message to every other user in the

community.

2. The messages’ time to live (TTL) is equal to the size of the interval in which
community labels are valid. In other words, when new labels are generated for

users, all messages from the previous interval are discarded.

Algorithm [4] details how the IFPCU scheme works.

Algorithm 4: INTRA-FLOODING BASED ON PERIODIC COMMUNITY UP-
DATE (IFPCU) FORWARDING SCHEME

1 for each node found do

2 if label(found) == label(target) then

3 the message is forwarded to the found node

4 else

5 check = 0

6 check += (tiel(carrier, target) < tiel(found, target))
7 check += (tie2(carrier, label(target)) < tie2(found, label(target)))
8 check += (popl(carrier) < popl(found))

9 check += (pop2(carrier) < pop2(found))

10 check += (pop3(carrier) < pop3(found))

11 if check >= 2 then

12 the message is forwarded to the found node

Through IFPCU, messages are transmitted by flooding within communities and
only users with a strong social relationship with the target or its community, or who

have high popularity in the network are encouraged to participate in the forwarding.

6.4 Experimental Methodology

In this section, we describe the performance evaluation of the proposed schemes,
PCU and IFPCU. To this end, we implemented their respective algorithms and
evaluated them, using four different scenarios (two real and two synthetic), in the

Opportunistic Network Environment simulator, ONE [122].
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6.4.1 Experimental Scenarios

To evaluate the proposed schemes, PCU and IFPCU, we performed simulations using
two real-world scenarios described in Section SFC and RT, for which, we limited
the simulation time to 24 hours.

To complement the evaluation, we also used two other synthetic mobility scenarios:
Helsinki and Manhattan. The motivation for using these new scenarios is the
constancy of mobility records of all users throughout the simulation. That is,
throughout the simulation, at well-defined intervals, all users have their location
recorded. The lack of this constancy was a problem we faced in the real mobility
scenarios mentioned above.

Both the Helsinki and Manhattan scenarios are available for experimentation on
ONE and accept the insertion of different modes of transport, including walking.
With the exception of trains, the destination of the nodes is defined randomly and
their speed and pause time are parameters to be adjusted in advance. Since the real
mobility scenarios already represent vehicle mobility, we chose to add only pedestrians
in the synthetic scenarios. Thus, we added 200 nodes in the Helsinki scenario and
400 in Manhattan. All nodes were assigned speeds ranging from 0.5m/s to 1.5m/s

and pause times ranging from 0 to 120s (both are default pedestrian settings in
ONE).

Community detection in synthetic scenarios

To extract communities from the synthetic scenarios, in the same way as we did in
the real scenarios (see Chapters 4| and , we applied our framework to the mobility
synthetic data using the configurations described below.

Regarding the spatial scope, the Helsinki scenario has a total area of 4.5kmx3.4km,
while Manhattan has 7kmx7km. Based on these scopes, we configured the spatial
resolution in cells of 150mx150m for the Helsinki scenario, which resulted in samples
(heat maps) of 30 pixels x 24 pixels, and cells of 200mx200m for Manhattan, resulting

in 35 pixel x 35 pixel samples. As for the temporal scope, we limited the simulation

Table 6.1: Scope and spatial and temporal resolution of the Helsinki and Manhattan
scenarios

Parameter Helsinki Manhattan
Spacial scope 4.5 km x 3.4 km 7 km x 7 km
Cell size 150m x 150m 200m x 200m
Sample shape 32 pixels x 24 pixels 35 pixels x 35 pixels
Temporal scope 4 hours

Size of the interval ¢ 40 minutes

Number of intervals 6
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Table 6.2: The FCAE model structure and attributes for the Helsinki and Manhattan
scenarios

Parameter Helsinki Manhattan
Input shape 32x24x1  35x35Hx1
Depth 3
Encoder kernels 128-64-32
Latent space 100
Decoder kernels 32-64-128
Kernels’ size 3x3

Stride 2
Padding 1
Activation Function ReLU

Loss Function MSE

time for these two scenarios to four hours, subdivided into 40-minute intervals for
updating the communities. Table summarizes the scope and resolution values for
these scenarios.

Regarding the structure of the FCAE model, we used the same architecture as
the SFC and RT scenarios for the Helsinki and Manhattan scenarios. Although the
resolution of the heat maps was not the same, we observed that there was not a
significant difference between the shapes of the scenarios. Therefore, we chose to run
experiments with a previously tested architecture. The only layer of the architecture
that was modified was the input layer, given the shape of the heat maps. Table
summarizes the FCAE model structure in relation to the sequence of layers and their
attributes for these scenarios. Our experiments proved that the architecture was also
able to produce satisfactory results for all similarity and dissimilarity metrics in the
synthetic mobility scenarios.

As for the hyperparameters, we chose to apply the same values used to train the
model for the SFC and RT scenarios, since they produced satisfactory results in
terms of convergence and generalization. Table summarizes these values, while
Figure [6.2] presents the loss curves of the global model trained with the FedAvg and
FedProx algorithms for the Helsinki and Manhattan scenarios in window [0,1). The

curves suggest that the resulting models in the Helsinki scenario may present similar

Table 6.3: Hyperparameter settings for the FL-based and centralized approaches for
Helsinki and Manhattan

Parameter FL-based Centralized
Number of rounds 20 -
Epoch 3 150
Batch size 2 5
Learning rate 0.0005 0.0005
SLI window size (sw) 3 3
Candidates (K) {1, 2,3 ..., 20}

72



0.019 0.019

—— Training losses —— Training losses
Testing losses 0.0181 Testing losses
0 0.0174 0
0 0 0. 1
3 3 0.017
= 0.016 -
0.016
0.015+
0.015
0.014 i " " y . : . .
5 10 15 20 5 10 15 20
ROUND ROUND
(a) Helsinki FedAvg (b) Helsinki FedProx
0.0114 0.011+
u —— Training losses A —— Training losses
9 Testing losses 9 Testing losses
0.010 ‘ ‘ ‘ ‘ 0.010 ‘ ‘ ‘ ‘
5 10 15 20 5 10 15 20
ROUND ROUND
(c) Manhattan FedAvg (d) Manhattan FedProx

Figure 6.2: Loss curves of the global model trained with the FedAvg and FedProx
algorithms in window [0, 1) — interval t0 — for Helsinki and Manhattan scenarios.

performance and results, given the similarity of their losses. On the other hand, the
resulting models in the Manhattan scenario obtained different losses, which indicates
a more pronounced difference between their generalization capacity.

Similarly to real mobility scenarios, we analyzed the similarity and dissimilarity
metrics of the detected communities. As expected, the similarity metrics between
samples and the contact time between users within communities were higher than
the average for all users, while the dissimilarity metric was below such average.
These results reinforce the ability of our solution to periodically detect good quality
communities from different transportation modes. In this case study, we chose to use
the results from the SLI strategy in the Helsinki scenario and ACC in Manhattan,
given that each obtained greater contact time in the respective scenario. While Table
6.4| presents the Best candidate K chosen for each approach over the interval, Figures
and show the contact time and the SSIM, ARI, and MSE metrics for the
Helsinki and Manhattan scenarios, respectively.

As in real mobility scenarios, we performed FL-based approach experiments with
the FedAvg and FedProx aggregation algorithms. In the Helsinki scenario, these
algorithms produce very similar results, with alternating gains between the metrics.
This result suggests that there is no significant difference between the use of one
or the other in such a scenario. On the other hand, in the Manhattan scenario, we

observed a more significant gain of the FedProx algorithm compared to FedAvg in

73



-- Centr /ACC - Intra —-= FED PROX 1.0/SLI - Inter community
Centralized/ACC - Inter community FED AVG/ACC - Intra community
- Centr: d/SLI - Intra c ity - FED AVG/ACC - Inter community
120 Centr /SLI - Inter y —-~ FED AVG/SLI - Intra community
n FED PROX 1.0/ACC - Intra community FED AVG/SLI - Inter community
o —-- FED PROX 1.0/ACC - Inter community —— All pairs
F FED PROX 1.0/SLI - Intra community
S 9
(%]
w
1]
Z
w 60
=
=
S
30
g
2
8 ———
o
1] 1 2 3 4 5
INTERVAL INDEX
(a) Contact Time
-- Centr /ACC - Intra ity —-= FED PROX 1.0/SLI - Inter community
Centr ACC - Inter FED AVG/ACC - Intra community
—:- Centralized/SLI - Intra community —-- FED AVG/ACC - Inter community
0.94 - — - Centralized/SLI - Inter community —-- FED AVG/SLI - Intra community
-- FED PROX 1.0/ACC - Intra community FED AVG/SLI - Inter community
-- FED PROX 1.0/ACC - Inter community —— All pairs
s 0.92 FED PROX 1.0/SLI - Intra community
]
7]
[=]
w 0.90
N
=
<
=
[
° =
Z0.87 e ——
=
/./‘
e
0.85
1] 1 2 3 4 5
INTERVAL INDEX
-- Centr d/ACC - Intra ity —:= FED PROX 1.0/SLI - Inter community
Centr: /ACC - Inter ity FED AVG/ACC - Intra community
—-- Centralized/SLI - Intra community —-—-- FED AVG/ACC - Inter community
0.50 — —— Centralized/SLI - Inter community —-— FED AVG/SLI - Intra community

NORMALIZED ARI
° °
N w
w (-]

o
-
N

0.00
V] 1 2 3 4 5
INTERVAL INDEX
(c) ARI
-- Centralized/ACC - Intra community —:= FED PROX 1.0/SLI - Inter community
Centr d/ACC - Inter ity FED AVG/ACC - Intra community
—-- Centr: /SLI - Intra ity —~-- FED AVG/ACC - Inter community
0.04 — —-- Centralized/SLI - Inter community —-— FED AVG/SLI - Intra community
—-- FED PROX 1.0/ACC - Intra community FED AVG/SLI - Inter community
-- FED PROX 1.0/ACC - Inter community —— All pairs
w FED PROX 1.0/SLI - Intra community
wn =
£ 0.03 S e
a
w
N
]
<
E 0.02
go.
2
0.01

—-= FED PROX 1.0/ACC - Intra community
-- FED PROX 1.0/ACC - Inter community

FED PROX 1.0/SLI - Intra community

FED AVG/SLI - Inter community
All pairs

(d)

2 3
INTERVAL INDEX

MSE

Figure 6.3: Contact time, SSIM, ARI and MSE metrics for the Helsinki scenario
using FL-based (FedAvg and FedProx algorithms) and centralized approaches.
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Figure 6.4: Contact time, SSIM, ARI and MSE metrics for the Manhattan scenario
using FL-based (FedAvg and FedProx algorithms) and centralized approaches.
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Table 6.4: K chosen for each approach over the intervals in the Helsinki and
Manhattan scenarios

K-value chosen
(intra- and inter-community)

Helsinki Manhattan
Interval FedAvg FedProx Centralized | FedAvg FedProx Centralized
0 19 20 19 19 20 20
1 20 20 20 18 20 20
2 20 20 20 20 20 20
3 19 19 19 20 20 19
4 19 18 19 20 20 19
5 17 18 18 20 20 20

all metrics. This result indicates the existence of greater heterogeneity between the
nodes and data produced in this scenario. Therefore, the model training benefits
from the use of an aggregation algorithm that takes these characteristics into account.

Regarding the comparison between all approaches, although there is a clear
gain for the centralized approach, once again, the FL-based approaches achieved
very similar results, including overlaps. Furthermore, the federated algorithms also
achieved satisfactory intra- and inter-community results in relation to the average of

each metric for all pairs of users.

6.4.2 Evaluation of Opportunistic forwarding based on Peri-

odic Community Update

To evaluate the performance of the message forwarding scheme in OMSN based on
periodic community updates (PCU), we designed simulation experiments on ONE.
Below, we describe the experimental setup established for each scenario, the protocols

used for comparison, and the evaluation metrics, and then we analyze the results.

Experimental setup

When designing opportunistic communication scenarios in ONE, pairs of source-
destination nodes are randomly selected at given time intervals, and new messages
can be generated until a certain time or until the end of the simulation.

With this, we chose to ensure that the last message generated on the network
had at least its TTL as the time available to be delivered. Thus, in all scenarios,
messages are generated up to a time that is equal to the total simulation time minus
the TTL of the messages.

As mentioned previously, we limited the simulation time differently for the real and

synthetic mobility scenarios. Therefore, we established different configurations based
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Table 6.5: Simulation time, inter-message interval and TTL settings for evaluating
forwarding schemes in OMSN

Parameter SFC and RT Helsinki and Manhattan
Total simulation time (hours) 24h 4h
Inter-message interval 15s to 30s 1s to 3s

1st TTL setting (minutes) 120min (2h) 30min

2nd TTL setting (minutes) 240min (4h) 40min

3rd TTL setting (minutes) 480min (8h) 50min

4th TTL setting (minutes) 720min (12h) 60min

on this parameter. To produce a high message load in the network, we configured the
inter-message interval to vary between 1s and 3s in the scenarios with the shortest
simulation time (synthetic) and between 15s and 30s in the scenarios with the longest
duration (real). Furthermore, in each scenario, we evaluated the impact of four
different TTL values. Table details the simulation times, inter-message interval,
and TTL settings for each scenario. We would like to draw attention to the second
TTL setting, which is equivalent to the update time of the communities. The PCU
result with this setting will be compared to that of the IFPCU scheme, presented in
Section [6.4.3

Finally, the other parameters were configured in the same way for all scenarios.
Thus, all nodes transmit messages, whose size varies between 25 KB and 50 KB, at
a rate of 1 Mbps within a range of 100m. In addition, we assigned a 2 GB buffer to
each node so that storage capacity would not be an obstacle to message forwarding.
Table summarizes these parameters.

With these settings, we evaluate the performance of our proposed scheme in
comparison with SimBet and BubbleRap, two well-known social context-based
protocols (see Section ; EpSoc, a recent protocol that injects the notion of
social centrality into the functioning of Epidemic; and Epidemic protocols. The
Epidemic [123] is inspired by the spread of diseases, in which each node transmits
information redundantly and quickly. It is the basis for comparing new protocols in
DTN due to its simplicity and effectiveness in guaranteeing delivery in intermittent

and mobile networks.

Table 6.6: Common settings for evaluating forwarding schemes in OMSN

Parameter Value
Messages size 25 KB to 50 KB
Transmission rate 1 Mbps
Transmission range 100 m
Buffer size 2 GB
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Evaluation metrics

To measure the performance of our community update-based routing scheme against

the above-mentioned mechanisms, we used the four metrics described below:

1. Delivery probability: calculated as the success rate of delivered messages.
That is, the total number of messages delivered to their respective recipients,

divided by the total number of messages created.

2. Latency: calculated as the average elapsed time (minutes) from the generation

of each message until its delivery to the destination.

3. Overhead: defined as the average number of transfers or copies of messages
in the network relative to each message created. This metric indicates resource
consumption, such as buffer occupancy and energy expenditure for message

transmission.

4. Avg Hops: counted as the average number of hops for each message delivered.

We can say that a routing scheme performs well when it presents a high delivery
probability, with low latency, low overhead and a low number of hops required to

deliver messages.

Results

The results were obtained for the four scenarios described above with a 95% confidence
interval over 10 simulation runs for each TTL. The simulations differ from each other
by the random selection of the source-destination pairs of the messages.

Figure [6.5] presents the results of each metric in the SFC scenario. As described
above, Epidemic operates naively, without distinguishing between the delivery capa-
bilities of each user, but allowing them to exchange a copy of each stored message.
Although expensive, as shown in Figure [6.5{c), which displays the overhead metric,
this mechanism allows a high number of messages to be delivered with relatively low
latency, as can be seen in Figures[6.5(a) and [6.5](b), respectively.

In turn, the SimBet and BubbleRap protocols, both based on node centrality,
have very similar behavior in all metrics of the SFC scenario, as shown in Figure
[6.5] Differentiated by the type of centrality — betweenness for SimBet, global and
local degree for BubbleRap — and by a second social metric — social similarity and
community, respectively — these protocols achieve delivery rates and latency relatively
close to the benchmark (Epidemic) with significantly lower overhead and average
hops. This result indicates that the use of social metrics in decision-making is

beneficial for message forwarding, without a major impact on the delivery rate, when
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Figure 6.5: Comparison of Epidemic, SimBet, BubbleRap, EpSoc and PCU (FedAvg
and FedProx) message forwarding schemes regarding the performance metrics in the
SFC scenario.

compared to the benchmark. However, it still does not clarify which of these metrics
are the most appropriate for a performance gain, given that both protocols have very
similar results.

In contrast, although using a social metric in its operation, EpSoc presents the
lowest delivery rate in the SFC scenario, with a latency very close to that of the
other protocols. By modifying the TTL of messages that are received by nodes
with greater centrality, but allowing forwarding to all nodes when they come into
contact, it was expected that the protocol would combine the advantages of both the
benchmark and the use of social metrics in decision-making. However, we observe
that this protocol maintains only the disadvantages of Epidemic in the SFC scenario,
by obtaining such a high overhead (Figure (C)) The low performance of EpSoc is
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explained because, according to the authors [121], for messages with short TTL (less
than 1.5 days), exploring social features will not be very advantageous, especially to
further reduce such TTL, due to the rapid discarding of messages. Given that the
scenarios proposed in our study involve messages with a maximum TTL of 4 hours,
we did not anticipate that EpSoc would outperform the other protocols.

The low influence of the social centrality metric on EpSoc when the TTL is low
can be seen in the protocol’s resulting latency. Considering that in its operation,
nodes with higher centrality reduce the TTL of messages, a lower delivery latency
would be expected if these nodes delivered most messages. However, we see a higher
latency than the benchmark. This indicates that most of the delivered messages take

alternative and slower routes.
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Figure 6.6: Comparison of Epidemic, SimBet, BubbleRap, EpSoc and PCU (FedAvg
and FedProx) message forwarding schemes regarding the performance metrics in the
RT scenario.
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When designing the case study, we hypothesized that a routing scheme based on
the communities detected by our framework would be impacted mainly in terms of
latency. This hypothesis was motivated mainly by the objective of the framework,
which, by identifying communities, would bring together users with greater similarity
and, therefore, social interactions, which could facilitate message delivery. However,
it is necessary to consider that the proposed experiment produces messages that
must be delivered between different communities. Therefore, it is expected that this
metric will be affected since interactions between users from different communities
tend to be lower.

Thus, as shown in Figure[6.5|(b), referring to latency in the SFC scenario, our PCU
scheme, both resulting from FedAvg and FedProx, ties with the other social context
protocols in the confidence interval, being surpassed only by Epidemic. Regarding
the overhead generated by the PCU, we observed that it is very close to that of
SimBet and BubbleRap, even when it has a worse result (TTL = 2h and TTL =
4h). In comparison with these protocols, it was expected that the PCU would have a
higher overhead since it considers more candidates as eligible for message forwarding,
which is also expressed in the average number of hops (Figure [6.5(d)). Although this
is confirmed, there is a trade-off in delivery rate, given that PCU outperforms other
social context protocols, achieving a result even closer to the benchmark in the SFC
scenario (Figure [6.5](a)).

Figure presents the results of each metric in the RT scenario. Among the
four scenarios presented in our study, we consider this to be the most challenging
for delivering messages via DTN. Therefore, the delivery rate considered low for all
routing schemes (below 50%) is justified by two reasons. First, the low number of
users at all intervals in a relatively large spatial area limits their contact opportunities.
The second is the variability of this number, both from one interval to another and
within each interval. As explained previously, this inconsistency occurs due to the
lack of mobility records for certain nodes over certain periods of time.

Despite this, we observe in Figure [6.6(a) that PCU schemes obtain a higher
delivery rate than BubbleRap, which is also based on community and social context.
Furthermore, our scheme also outperforms the SimBet and EpSoc protocols on this
metric. In comparison with Epidemic, considered the upper limit in this metric, all
the others performed below, as expected, especially in a scenario with such limited
contact opportunities.

However, when we check the other metrics, especially the overhead (Figure[6.6]c)),
we notice that to achieve this gain, Epidemic injects many more copies of messages
into the network than the other schemes, except for EpSoc, which, in this metric, is
practically equal to Epidemic. In this regard, we observed that EpSoc’s high overhead

allowed it to surpass SimBet’s delivery rate in the RT scenario, as shown in Figure
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(a). That is, we attribute this gain of EpSoc to its forwarding naivety rather than
to its use of the centrality metric, since, again, the latency of this protocol is similar
to that of the other schemes.

Regarding the protocols based on social context, including our PCU scheme, we
find that the results are in agreement with those obtained in the previous scenario. We
highlight the overhead resulting from PCU, which, again, is slightly higher than that
of the other social context protocols, but considerably lower than that of Epidemic.
This result shows the balance of our proposal regarding message forwarding flexibility,
which guarantees a considerably low overhead with a high delivery rate.

Just as importantly, these metrics also show the quality of the communities
detected by our framework in both real-world mobility scenarios. This is because
PCU works based on ties between users, between users and communities, and the
popularity of users with other communities or within their own. Therefore, the high
delivery rate (closest to the benchmark) with low overhead and latency also similar
to the benchmark implies that the ties and popularity of users and communities were
really high, confirming the quality of the division into communities.

We also observed that the quality of the communities obtained by each aggregation
algorithm (FedAvg and FedProx) does not vary so much as to significantly impact
the PCU performance. On the contrary, the values obtained in each metric are quite
similar when comparing the two algorithms.

Moving on to synthetic mobility scenarios, considered more stable, as there is
no variation in the number of users on the network, Figures [6.7 and [6.8] present the
results of the metrics for the Helsinki and Manhattan scenarios, respectively. As
observed in the results of real scenarios, Epidemic tends to achieve a higher delivery
rate than other schemes, which occurs at the cost of greater consumption of resources,
such as storage capacity and energy. This is clear in the ratio between the number
of copies (retransmissions) per message delivered on the network.

In the Helsinki scenario, we observe in Figure [6.7](a) that again the social context
protocols outperformed EpSoc in the delivery rate. We also observed that this
protocol has a high overhead (Figure [6.7(c)) with latency tied to that of all protocols
(Figure [6.7](b)), suggesting, once again, that the social centrality metric is having
minimal influence on message delivery.

Regarding PCU performance, Figure (c) shows that our scheme achieved a
slightly higher overhead than SimBet and BubbleRap, but with a much more signifi-
cant gain in delivery rate compared to these protocols (Figure [6.7(a)). Furthermore,
in the average number of hops, although PCU obtained the second-highest average,
the difference to the lowest value is less than one hop and therefore has negligible
impact on the overall picture. These results reinforce that the communities resulting

from our framework combined with the choice of metrics for forwarding decision-
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Figure 6.7: Comparison of Epidemic, SimBet, BubbleRap, EpSoc and PCU (FedAvg
and FedProx) message forwarding schemes regarding the performance metrics in the
Helsinki scenario.

making in our scheme result in higher efficiency than these protocols. Especially
when compared to BubbleRap, which also performs community calculations.
Although BubbleRap updates communities periodically, it does not clearly define
the update interval. In addition, the protocol uses the concept of k-clique (a complete
graph of size k), in which a community is defined as a set of adjacent k-cliques.
In this context, two k-cliques are adjacent if they share k-1 nodes. The problem
with this approach lies in the rigid definition of community; that is, for a group of
nodes to be considered a community, they must meet the criterion of containing at
least one k-clique, with k fixed. This excludes nodes that are “close” in terms of
social interaction or connectivity but that do not exactly satisfy this rigid structure.

To circumvent this problem, the authors make the pragmatic decision to allow the
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Figure 6.8: Comparison of Epidemic, SimBet, BubbleRap, EpSoc and PCU (FedAvg
and FedProx) message forwarding schemes regarding the performance metrics in the
Manhattan scenario.

existence of single-node communities so that each node belongs to at least one
community. This approach, however, does not allow for a middle ground between
communities of size 1 and k, which may disregard the social proximity of any group
of k nodes, where 1 < k < k.

Finally, in the Manhattan scenario, we found that all metrics behaved very
similarly to the previous scenario. The exception was the EpSoc protocol, which
achieved a delivery rate very close to the SimBet and BubbleRap protocols, as shown
in Figure [6.8|(a), and no longer tied with the others in latency but had the lowest
one among all (Figure (b)) However, given the insignificant difference in latency
compared to the others, this gain is still not a clear indication that the protocol

benefited from the use of the social centrality metric in this scenario.
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The better performance of PCU compared to SimBet and BubbleRap is evident
by its higher delivery rate, as shown in Figure (a), at the cost of overhead and
an average number of hops that, although higher, is very close to those of these
protocols (Figure [6.§(c) and Figure [6.8(d), respectively). This once again highlights
the good choice of social metrics for decision-making in PCU and the quality of the

communities resulting from our framework.

6.4.3 Evaluation of intra-community flooding based on Peri-

odic Community Update

To evaluate the performance of the intra-community flooding scheme in OMSN based
on periodic community updates (IFPCU), we designed simulation experiments on
ONE. Below, we describe the experimental setup established for each scenario, the
protocols used for comparison, and the evaluation metrics, and then we analyze the

results.

Experimental setup

As described in Section [6.3] for the intra-community message flooding experiments,
we use the interval in which communities are valid as both the inter-message interval
and the TTL. Furthermore, within each new community, a user is randomly chosen
to generate a message for each user in its community. Table summarizes the
simulation times, message intervals, and TTL for all proposed scenarios. The
remaining network parameters were configured in the same way as in the previous

section, therefore, Table also applies to the intra-community flooding experiments.

Table 6.7: Simulation time, inter-message interval and TTL settings for evaluating
intra-community floading schemes in OMSN

Parameter SFC and RT Helsinki and Manhattan
Total simulation time (hours) 24h 4h
Inter-message interval 4h 40min

TTL setting (minutes) 240min (4h) 40min

With these settings, we evaluated the performance of our proposed scheme
in comparison with the Epidemic protocol, using the same message generation
mechanism. For each protocol, the communities resulting from the FedAvg and
FedProx aggregation algorithms were experimented. We chose not to compare it
with other protocols, especially BubbleRap because its definition of communities
is different. Therefore, it would be an unfair comparison since the origin and
destination of the messages are defined according to the communities resulting from

our framework.
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Evaluation metrics

The evaluation metrics are the same as those described in Section [6.4.2]

Results

The results were obtained for the four scenarios described above with a 95% confidence
interval over 10 simulation runs for each protocol. The simulations differ from each
other by the random selection of the source node within each community.

Figures|6.9 and show the results of each metric for the SFC and RT scenario,
respectively. From these results, we observe that, in terms of latency (Figures b)
and [6.10[(b)), there was no significant difference compared to the previous experiment
for both Epidemic and IFPCU (compared to PCU) forwarding schemes. In both
scenarios, this comparison is made with the 2nd TTL of Table[6.5] In the previous
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Figure 6.9: Comparison of the Epidemic and IFPCU schemes, both using communities
resulting from the FedAvg and FedProx algorithms, regarding the performance metrics
in the SFC scenario.
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Figure 6.10: Comparison of the Epidemic and IFPCU schemes, both using communi-
ties resulting from the FedAvg and FedProx algorithms, regarding the performance
metrics in the RT scenario.

experiment, the source-destination pairs of the messages included users from different
communities. In the current experiment, even though the messages are destined for
users in the same community, both protocols allow them to travel through users in
different communities, which explains the similarity in latency.

Although the IFPCU scheme differs from the PCU in intra-community decision-
making, where the former is more flexible than the latter, which facilitates message
delivery in this context, this result shows a certain stability in the latency. Such
stability could suggest a lower performance compared to the previous experiment,
given that messages are now generated within communities. However, through
Figures [6.9(a) and [6.10)(a), we observe an increase of at least 17% (IFPCU with
FedProx in the SFC scenario) and 61% (IFPCU with FedAvg in the RT scenario)
in the average delivery rate compared to the previous experiment, not only for

our mechanism, but also for the Epidemic. Although these are different message
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generation patterns, this gain indicates that both benefit from the fact that messages
are generated “closer” to the destinations, which increases their probability of delivery.

Regarding the overhead generated by both Epidemic and IFPCU in both scenarios,
we observe in Figures[6.9(c) and [6.10|c) a considerable increase in comparison with
the previous experiment. This increase is explained by the difference in the message
generation pattern. That is, with more messages available in the buffer, the number of
transmissions at each contact opportunity increases. Therefore, since in the previous
experiment only one new message was generated at a time, network overhead tended
to be lower. In particular, the higher overhead of IFPCU compared to PCU is
explained by two combined factors. First, the flooding of messages within the target
community. Second, the flexibility for some users outside the target community
to participate in the forwarding. Despite this increase when compared to PCU,
IFPCU still performs better than the Epidemic in this metric. In fact, we proposed
conducting this experiment with the Epidemic both to evaluate its performance on
communities and to have a solid basis for comparison.

Finally, regarding the number of hops, we observe in Figures [6.9(d) and [6.10)(d)
that Epidemic remained very close to the result of the previous experiment, while the
average of IFPCU increased by around one hop in relation to PCU. From this, we
conclude that this increase occurs due to the part of the protocol that works through
flooding. That is, as the chances of delivery increase due to this flexibility, more
nodes tend to receive a copy of the message, impacting the average number of hops.

In turn, Figures and present the results of each metric for the synthetic
scenarios, Helsinki and Manhattan, respectively. Unlike real mobility scenarios, we
observe in Figures [6.11](b) and [6.12b) a decrease in delay for both mechanisms
compared to the previous experiment. This, in advance, corroborates our hypothesis
that messages destined to users in the same community are delivered faster. To
reinforce this hypothesis, both in the Helsinki and Manhattan scenarios, there were
increases in the average delivery rate, compared to the previous experiment, of at
least 27% and 41%, respectively, as shown in Figures[6.11](a) and [6.12(a), both at
IFPCU with FedProx. Although all scenarios, both real and synthetic, improved the
delivery rate, we consider the extensive increase in this metric and the reduction in
latency in the synthetic scenarios to the stability of the nodes in the network. As
mentioned previously, the lack of mobility records and consequent inactivity of some
nodes in real scenarios for long periods significantly impacts the functioning of the
network, further reducing its connectivity.

Regarding the overhead, shown in Figures[6.11|c) and [6.12](c), we reiterate the
analysis discussed in real mobility scenarios. That is, in comparison with the previous
experiment, for both mechanisms the increase occurs mainly due to the message

generation pattern. Thus, at the beginning of an interval, instead of just one, the
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Figure 6.11: Comparison of the Epidemic and IFPCU schemes, both using communi-
ties resulting from the FedAvg and FedProx algorithms, regarding the performance
metrics in the Helsinki scenario.

selected node generates several messages. In its next contact with another node, it
has the opportunity to send many of them, depending on the duration of the contact.
In contrast, in the previous experiment, a time interval elapses until another node
creates a single message.

On the one hand, this difference in the message generation pattern justifies the
different behavior of the overhead metric between the two experiments. Therefore,
it would be reasonable to state that the increase in the delivery rate also occurs
due to this pattern. However, although messages are created in batches and their
quantity is smaller in the current experiment, in both cases all messages have the
same chance of being delivered, given that none are discarded before the end of their
TTL. Furthermore, although we are comparing the performance of the metrics in
both experiments, our goal is not to consider them equivalent. Rather, we want

to emphasize how these metrics behave in each situation, highlighting the use of
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Figure 6.12: Comparison of the Epidemic and IFPCU schemes, both using communi-
ties resulting from the FedAvg and FedProx algorithms, regarding the performance
metrics in the Manhattan scenario.

community information resulting from our framework.

As for the average number of hops (Figures[6.11](d) and [6.12]d)), although we
observe an increase in relation to the previous experiment, this number of hops
is similar to the average number of users per community in each scenario (ratio
between the total number of users and the number of communities in Table[6.4). This
indicates that messages from/to a community, although they may travel other routes,
transit internally between several nodes before being delivered. Even if this occurs,
which increases the number of hops, if we combine this result with the average delay,
we see that these contacts occur more frequently than the inter-community contacts
in the previous experiment.

Thus, both real and synthetic mobility scenarios have shown to be strongly
benefited by employing behavioral similarity information between users for message

delivery. Although the overhead has increased in relation to the previous experiment
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for both mechanisms, we found that the benchmark (Epidemic protocol), whose
decision-making was not modified, also presented a significant improvement in the
delivery rate and latency. This result confirms the quality of the communities
detected by our framework.

Through the case study presented in this chapter, we verified the ability of our
framework to identify groups of users that actually present behavioral similarities,
and we took advantage of this ability to simulate a usage application. Our results
prove that the detected communities assist in the process of delivering intra- and
inter-community messages in OMSN, generating better results than well-known

mechanisms in the literature based on social metrics.
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Chapter 7
Conclusion and Future Works

In this work, we proposed a methodology for the detection and periodic grouping (in
communities) of individuals with behavioral similarities. For this, we built a Full
Convolutional Autoencoder deep learning model, based on [22] proposal for mobility
feature extraction, and train it using Federated Learning. By using FL, we focused
on data privacy preservation as well as taking advantage of features like collaborative
learning, minimal update communication, immediate local training (as soon as the
data is released), minimal retention of information, and non-centralization of data
by the server [20].

From each user’s mobility samples, the proposed model generates encoded repre-
sentations, which are used as input to the Model-Based Clustering (MBC) algorithm
for grouping these individuals into communities. In our proposal, we verified the
performance of the probabilistic methods AIC and BIC for dinamically defining the
number of communities. We also experimented with different sizes for the training
dataset and analyzed the evolution of communities over time. Finally, we compared
the FL-based training approach to the centralized one for the community identifica-
tion process. As evaluation metrics, we analyzed the average contact time and three
other metrics of spatial similarity and dissimilarity among intra- and inter-community
users.

To evaluate our proposal, we conducted experiments with three sets of real
mobility data. When analyzing the results, we found that the AIC method performed
better in comparison with the BIC in choosing the number of communities, as it
produces better results in the evaluation metrics in most cases. Regarding the
strategies that define the size of the training sample set, we found that both ACC
and SLI produced models whose results met the proposed evaluation metrics. While
the ACC strategy generated better results in scenarios with greater spatial extent
and lower temporal resolution, the SLI strategy was more efficient in scenarios with
the opposite characteristics. Furthermore, we found that the FedAvg and FedProx

federated aggregation algorithms benefit from the use of each of these strategies.
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While the former takes advantage of the greater quantity and diversity of ACC
samples, the latter benefits from the reduction of local data heterogeneity resulting
from the SLI strategy. These factors favor the convergence of the respective models.
We found that, in fact, the composition of communities varies from one interval
to another, confirming that the individuals’ behavioral patterns change over time
and, consequently, their similarities and dissimilarities. Finally, when comparing
the training approaches, we observed very close values in the evaluated metrics
results and a high percentage of overlapping both in the means and in the confidence
intervals. Our results therefore indicate a high ability to identify communities from
our proposal without major losses compared to a traditional training approach,
reinforcing the advantages of using Federated Learning.

We also conducted a case study in which we leveraged the framework and the
detected communities to perform message delivery in Opportunistic Mobile Social
Networks (OMSN). To this end, we developed a simple message forwarding mechanism
based on community, tie strength between users and communities, and intra- and
inter-community user popularity. We evaluated the mechanism in two real mobility
scenarios and two synthetic mobility scenarios and compared its performance to that
of classic protocols in DTN networks. We found that when community information
is used, evaluation metrics, especially delivery rate, latency and overhead, are
significantly improved.

In future work, inspired by the results of one of the real mobility scenarios, we
intend to further study the scarcity of users and mobility samples to train the model
in each interval. This implies establishing a threshold below which these quantities
can be considered insufficient. With this, we want to improve our periodic community
detection framework, making it functional for urban space services.

We also want to combine the proposed framework with services that can directly
benefit from identifying groups with similar behavioral patterns, such as Intelligent
Transportation Systems (ITS) [124]. Our goal is to evaluate metrics that demonstrate
this benefit, such as travel time, delay time, vehicle density and speed, and traffic
volume [125].

Finally, we seek to expand the applicability of the proposed framework by
evaluating its potential in other domains involving the analysis of collective behavior,
such as urban planning and emergency management, for example. In doing so, we
hope to contribute to the development of smarter and more adaptable solutions for

connected cities.
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