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Utilizamos a internet para quase tudo, inclusive para coisas que exigem um
alto nivel de sigilo, como por exemplo transac¢oes bancarias. Isso nos faz pensar
na seguranca necessaria para manter seguro esse ambiente, que constantemente
sofre ataques. Por esse motivo o estudo da criptografia estda em constante avanco.
Mas além disso ¢ importante também que os protocolos de seguranca nao contenha
vulnerabilidade. Dolev e Yao em 1983 conseguiram perceber que no protocolo de
chave publica, que é amplamente utilizado até hoje, é possivel um usuario malicioso
descobrir o conteiido de uma comunicacao entre outros usuario da rede sem quebra
da chave criptogréfica, somente através de trocas de mensagens. Baseado no modelo
apresentado nesse artigo, nds desenvolvemos uma extensao da légica epistémica, que
expressa conhecimento e crenca, para avaliar se os protocolos sao seguros. E em cima
desse nosso novo sistema, nds o traduzimos para a linguagem de strips, onde podemos
automaticamente testar todas as possiveis agoes de um intruso para descobrir se serd
possivel ele conseguir o conteido da mensagem. E com esse novo formato do nosso

sistema, nés desenvolvemos um verificador de modelo.
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We use the web for almost everything, including for actions that require high level
of secrecy, for example, banking transactions. It make us think about the necessary
security to keep this environment safe, that constantly suffers cyber attacks. For this
reason, the study of cryptography is always in advance. Besides, It is important do
not have vulnerability in security protocol too. In 1983, Dolev and Yao realize that
in public key protocol, which is widely used even nowadays, a malicious user in a
network can discover the contents of communications between other users simply
by eavesdropping on the exchange of messages. Based on the model introduced in
the Dolev and Yao’s article, we propose an epistemic logic extension to evaluate if a
security protocol is safe. We transcripted this extension to strips language, where
we can automatically test every possible intruder actions to discover contents of

messages. And with this new notation we developed a model checker.
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Chapter 1
Introduction

The internet is widely used by everyone, yet we are always susceptible to risks.
In network traffic there are great quantities of sensitive information, therefore it’s
important that we use mechanisms to protect them. For this purpose, we need good
cryptography algorithms and secure protocols too.

When dealing with communications safety, we are mostly concerned with the
encryption used on the network. Encryption is important for keeping secrecy, but so
is the logic of the protocols themselves.

Dolev and Yao proved in 1983 [I] that a malicious user in a network can discover
the contents of communications between other users simply by eavesdropping on
the exchange of messages. If the protocol itself is not safe, the dependence on solid
encryption algorithms is increased even further.

We used this paper by Dolev and Yao as the basis for the logic presented here,
due to its relevance in the field. We will present this model in Section

In our research, we encountered many different approaches for the analysis of
security protocols. Another expressive work is “A Logic of Authentication” by
Burrows, Abadi and Needham [2]. In this article they proposed the BAN Logic,
which however could hardly be considered an usual logic, due to the lack of certain
classical operators on its syntax. However it’s interesting to study their methods,
and we present this in more detail in Section

Abadi has other relevant works in the field of communications security. Abadi and
Rogaway consider a distinction between a formal logic approach, and an algebraic
one (computational model). However they also proposed a reconciliation of the two
aspects in [3]. We do not discuss this paper in more detail in this work, since our
proposal consists of a formal model similar to the articles previously mentioned. An
example of a computational model that we analyzed for this work is Spy-Calculus by
Abadi and Gordon [4].

The general idea presented in the work of Dolev and Yao is to reason about what

an intruder can extract from private communications. Considering this, we decided



to expand multi-agent epistemic logic, which are logics of knowledge and beliefs, to
reason about security protocols. We further discuss epistemic logics in Section [2.1
and our own proposed system in Chapter [3]

In 1951, von Wright introduced the notion of work with modal logic to reasoning
about knowledge [5]. Hintikkas’s work defined a semantic to the notion of knowledge
and belief [6]. With this, the area expanded in philosophy. Afterwards, fields such
as computer science, artificial intelligence, linguistic realized the real potential for
develop researches on epistemic logic.

Another important notion used in this project is the planning problem. It came
from artificial intelligence progress, by necessity to program actions in robots and
functions to evaluate every possibilities given a set of actions. Strips was a pioneer
planner and was developed for the “Shakey the robot” project, designed at SRI
International. Shakey was the first mobile robot controlled by artificial intelligence.

Finally, in this work we also introduce a model checker for our logic in Chapter
As we intend to provide this automated approach for the analysis of our logic, we
considered the current state of the art in epistemic logic model checking, and also the
existing implementations of authentication protocols. We decided to transcript our
language into strips (Chapter {4)), with which planning problems can be represented,
and then we proceeded to develop our model checker. In the strips model, we are
able to search across all possibilities automatically, something we further explain
with the aid of examples in Section [2.4]



Chapter 2
A background of logic

In this chapter we discuss concepts of major importance, that serve as the base of our
work. We present some definitions of multi-agent epistemic logic. Next, we describe
the Dolev-Yao model, and introduce examples extracted from their paper which we
later transcript to, and analyze in our own language. After that, we provide notions

of the BAN Logic, and then introduce the operations used in planning problems.

2.1 Multi-Agents Epistemic Logic

We consider the multi-agent epistemic logic of [7HI0], which is commonly named S
logic. In this logic it is possible to represent knowledge (K') and beliefs (B) of agents,
and this formalization can be used for several purposes such as security protocol
analysis, machine learning and game theory.

In this type of logic there exists some possible worlds where information cannot
be known with certainty by some of its agents. For instance, consider a card game
where the knowledge of agents is limited, and they need to work with possibilities
to advance the game. Epistemic logic can formally represent all possible states and

agents’ doubts and certainties.

2.1.1 Language and semantics

Definition 1 The language of multi-agent epistemic logic consists of a set ® of
countably many propositional symbols, a finite set of agents A, boolean connectives —,

A and —, and a modality K, for each agent a. The formulas are defined as follows:

eu=p| T |2 |ei AN | o1 = @ | Ko

where a € A and p € .

We use a standard abbreviations:



® 01V iy = (1 A ps);

o [ =—1;

o ©1 ¢ 2= (1 = 2) A (02 = 91);
o B.p=-K,p.

Definition 2 A multi-agent epistemic logic frame is a tuple F = (W, ~,). where W
1s a non-empty set of states and ~, is a reflexive, transitive and symmetric binary

relation over W, for each a € A

We say that model is reflexive when the states have a relation with itself (Figure

2.1(a)). Defined as:

Yw e W — wRw

In transitive relation, if a state x has a relation with state y and y has a relation
with state z then x must have a relation with z (Figure 2.1(b)|). Defined as:

Yw, w', w" € W, wRw' A w'Rw" — wRw"

And in a model with symmetric binary we need to have a relation (y,z) when we
have the relation (z,y) (Figure [2.1(c)). Defined as:

Vw, w', wRw' — w' Rw

Where R is a simple relation. In Kripke model we represent the reflexive, transitive

and symmetric binary relation with a simple edge (Figure .

@>w@o@

) It is a reflexive frame (b) It is a transitive frame ) Tt is a symmetric frame

Figure 2.1: In this figure we have a reflexive model, a transitive model and symmetric

Figure 2.2: A Model with reflexive, transitive and symmetric binary relations and

model

how we represent in Kripke model.



Definition 3 A multi-agent epistemic logic model (Kripke model) is M = (F, V).

Where F is an epistemic frame and V is a valuation function V : & — 2W.

Definition 4 Given a multi-agent epistemic logic model M = (S, ~,, V) and s € S,
the notion of satisfaction M, s E ¢ is defined as follows:

M, sE pif and only if s € V(p)

M, sE =@ if and only if M, s ¥ ¢

M,sE @AY if and only if M,sE ¢ e M,sE 1

M, sE o — 1 if and only if M,sE ¢ then M,sFE 1y

M, sE Ky,p if and only if for all s € W, if s ~, s then M,s' E ¢

2.1.2 Axiomatization

All instantiations of propositional tautologies are valid axioms. In the multi-agent
epistemic logic also we have the following axioms that are valid in reflexive, transitive
and symmetric frames. And the inference rules are Modus Ponens (M.P.), Universal
Generalization (U.G.) and Substitution (U.B.)

1. Ku(p =) = (Ko — Ka)
2. Kpp—
3. Kyp— K Ky

4. " Kyp = KKy

Inference Rules

M.P. ¢, 0 — ¥ /¢ U.G. ¢/ K, UB. ¢p/op

where ¢ is a map uniformly substituting formulas for propositional variables.

2.1.3 Example

Example 1 Consider three agents, Amy (A), Ben (B) and Carl (C), playing a card
game. In this game there are three cards 0, 1 and 2. Ben gets a card with number 1,
and only he sees its value. After that, Carl gets card 2 and he sees card 0 on the table.
Only Carl can see the values of these two cards. Amy does not get a card, and she
does not see any cards either. Next, we show the epistemic model for this situation.

The vertices represent the possible states, and edges denote the states that an

agent can’t distinguish.



01,2, —a—02,1, 01,2

b
AN
/ \
1 obzc< \a,1 2.0, 10,2,
\a ) g a/ b
\ / \
2 0,1—a—21,0, 20,1,

Figure 2.3: A Kripke model only with edges Figure 2.4: A Kripke model only with edges

a of example b of example

Figure 2.5: A Kripke model of example

Here, we can infer some formulas, for ezample:

e 01,2. ¥ K,1;, which means that in state 01,2., it is not true that Amy knows

Ben’s card is 1;

o 02,1, F (—Kl.) A (Kp2p), here we say that in state 02,1. Ben does not know

that Carl has card 1, and Ben knows card 2 is his card;

o 20,1. F K 1. N K_ 0, means that in the state 20,1., Carl knows that he has the

card 1, and knows that Ben has card 0;

e 12,0, F Kp—(—0. A —1.) = 12,0. F Ky(0. V 1.), this formula represents the fact

that Ben knows that Carl has either card 0 or card 1.

We can see in this model that to Amy any state is possible, since she has no

information to exclude any of the possibilities. In contrast, Carl has no doubts, since

he has sufficient information to distinguish between all possible states. Ben, on the

other hand, has some information but not enough to know exactly who has every

card.



2.2 Dolev-Yao Model

Dolev and Yao’s paper [1] is very important to the research of formal verification
methods for security protocols. They present arguments showing that secure encryp-
tion protocols do not ensure privacy. If the logic of the communication protocol itself
is not safe, a malicious user can discover contents of other users communications

simply by looking at the exchange of messages.

2.2.1 Public Key Protocol

The Dolev-Yao model uses a public key protocol [11} [12], where each user has two
functions: Fx is a public encode function and every agent in the network knows it.
And Dy is a decode function that only user X has knowledge about. It is required
that Fx Dy = DxFEx, and if any user Y receives Fx (M), nothing about message

M can be extracted.

2.2.2 Examples

Example 2 In this example agent A send message M to agent B. However a
malicious user Z intercepts the encoded message, and forwards it to B as if Z were

the original source.
A—— (A Ep(M),B)—=B

Figure 2.6: Example [2| - A sends a message to B

(A EB(\ AM

) Z mtercepts the message

AEB\ A(M) Z)

) B rephes to Z

Figure 2.7: Example [2|- Z intercepts the message and B replies to Z

1. User A sends a message to user B. [Figure @/

7



2. Intruder Z intercepts a message sent from A to B. [Figure|2.7(a)
3. Intruder Z sends message (Z, Eg(M), B) to B. [Figure|2.7(a)
4. B sends message (B, Ez(M),Z) to Z. [Figure |2.7(b )

5. Intruder Z decodes Ez(M) and obtains M.

Example 3 Agent A sends a message M A to B, and B replies with message M
encoded with the key of the user provided in the encrypted message itself, which results

i the message being unreadable by an intruder Z.
A—— (A Ep(MA),B)——B

Figure 2.8: Example [3| - A sends a message to B

(A,Ep( M\ %MA) B)

) Z mtercepts the message

(A EB(M\ AMB

) B rephes to Z

Figure 2.9: Example [3|- Z intercepts the message and B replies to Z

1. A sends message M A to B. [Figure[2.§]

2. Intruder Z intercepts the message sent from A to B. [Figure|2.9(a)
3. Intruder Z sends message (Z, Eg(M A), B) to B. [Figure|2.9(a)

4. B sends the message (B, EA(MB),Z) to Z. [Figure|2.9(b)

5. Intruder Z cannot decode EA(MB) to obtain M.

It can be proved that this protocol is secure against any arbitrary behaviour of the

intruder.



Example 4 Now, agent A sends message Eg(Eg(M)A) to B. And when B replies,
an intruder Z intercepts it. Z uses Eg(M)A as M', and sends Eg(Eg(M')Z) to A
which leads to Z eventually being able to read M.

A—— (A Ep(Eg(M)A),B)—=B B—— (B,Es(FEA(M)B),A)—= A
(a) A sends a message to B (b) B replies to A

Figure 2.10: Example {4]- A sends a message to B and B replies to A

(Z,Ea EA(M/% AEA

) B replies to A and Z intercepts

(A,Ez(Ez( M,\ A(EA

) A rephes to Z

(Z.Ea(EalM \ AEA (M)B),A)

) Z rephes to A

(AEz(Ez( M\ AEA(M

) A rephes to Z again

Figure 2.11: Example [4] - B replies to A and Z intercepts. A replies to Z. Also Z
replies to A and A replies to Z again.

1. A sends message Eg(Eg(M)A) to B. [Figure|2.10(a)

2. B replies message Eo(E4(M)B) to A. [Figure



3. The intruder Z intercepts the message sent from B to A. [Figure
4. Intruder Z denote EA(M)B by M.

5. Intruder Z sends message (Z, Ex(EA(M")Z),A) to A. [Figure[2.11(a)]

6. A sends message (A, Ez(Ez(M')A),Z) to Z. [Figure|2.11(b)

7. Intruder Z decodes Ez(M') and obtains E4(M).

8. Intruder Z sends message (Z, EA(EA(M)Z),A) to A. [Figure[2.11(c)]

9. A sends message (A, Ez(Ez(M)A),Z) to Z. [Figure|2.11(d)

10. Intruder Z decodes Ez(M) and obtains M.

2.2.3 Rules

The rules defined here are not presented on the same terms as the original paper,
however they can be easily derived as well with the theory presented. Consider a set

of keys K = { K7, ...}, and { M}k represents a message M encrypted with key K.

Re flexivity
MeT
THEM
Encryption Decryption
THFK TFM TH{M}k TFK
TH{M}k THEM
Pair-Composition Pair-Decomposition
re-M TFN TH(M,N)  TF(M,N)
T+ (M,N) T+ M TFN

2.3 BAN Logic

In another well-known article about authentication in security protocols by M.
Burrows, M. Abadi e R. Needham published in 1990 [2], they proposed the BAN
logic, which name derives from the authors’ initials. This is an important work in the

field of authentication. It’s similar to Hoare logic and somewhat distant from usual

10



propositional or classical logics. In the paper they analyzed two famous protocols,
Kerberos and Andrew Secure RPC Handshake. We used our proposed system to

analyze these as well, and the results are presented in Appendix [A]

2.3.1 Symbols

The symbols of the logic corresponds to the users of the network, the keys used in
the protocols, and statements.

By convention, to denote different kinds of keys we use K, K,s and K, for
shared ones, K,, K}, and K for public ones, and K, !, K, and K -1 for secret ones.
To represent specific statements we use N,, N, and N,. Also we typically use A, B
for specific agents and S for server agent.

To range over the symbols, we frequently use P, ) for agents and R , X, Y for

statements and K for encryption keys.

2.3.2 Syntax

This syntax is quite unlike that of classical logic. For instance, the only propositional
connective is the conjunction, which is denoted by a comma (,). These conjunctions
respects properties such as associativity and commutativity.

To compose the syntax the system has P believes X, P sees X, P said X, P
controls X (meaning that P has jurisdiction over X) and fresh(X) (it is important
in BAN Logic to know if a formula X is fresh). We also have P & @, which represents
that P and () may use the shared key K to communicate; A op meaning that P has
K as a public key; P é (2 which means that a formula X is a secret known only to
P and @Q; { X}k representing formula X encrypted with the key K; and (X)y which
represents the formula X combined with the formula Y. In actual implementations,
(X)y means X is simply concatenated with the formula Y.

Therefore, we have the following syntax:

¢ ::= P believes X | P sees X | P said X | P controls X | fresh X

bi=PEQI S PP EQ|(X)y

Where ¢ works with information and ¢ works with keys and passwords.

11



2.3.3 Logical Postulates

In their paper, Burrows, Abadi and Needham showed us the necessity to distinguish
between what happened in past, to what’s occurring in the present. In their work,
they consider that the present starts at the beginning of the protocol execution. It’s
also important to keep in mind that the notion of belief is very important in BAN
Logic, as it is essential to define if an user can trust an incoming message. With that
in mind, we proceed to the rules introduced by them.

The three following rules are concerned with the meaning of messages. This rules
represent that if P believes in key or secret authenticity and sees a information
encoded with this key or secret, then P believes that () said the information.

For shared keys

Pbelieves Q& P, Psees{X}g
P believes () said X

Forpublic keys

Pbelieves &Q, Psees{X}x-1
P believes () said X

For shared secrets

P believes @ = P, Psees(X)y
P believes () said X

The following rule is concerned with whether an user has jurisdiction over some
information. It expresses that if P believes that () has jurisdiction over a information

and believes in it, then P believes in this information.

P believes () controls X, P believes () believes X
Pbelieves X

12



These rules are related to what an agent sees. This rules are equivalent pair

decomposition and decoded rules.
Psees (X,Y) Psees (X)y
Psees X Psees X

Pbelieves Q& P, Psees{ X}
Psees X

Pbelieves &5 P, Psees {X}k
Psees X

Pbelieves Q, Psees{X}x
Psees X

This rule determines if an information is recent. In this postulate we have that If
a piece of information in a pair composition is fresh, then P believes that all pair

composition is recent.

Pbelieves fresh(X)
Pbelieves fresh (X,Y)

2.3.4 On Quantifiers in Delegations

The following captures how jurisdiction delegation works:

A believes S controls A & B

Abelieves VK.(S controls A& B)

Abelieves VK.(S controls B controls A & B)
Abelieves S controls VK.(B controls A & B)

13



PbelievesVV; ... V,.(Q controls X)
P believes ()’ controls X’

2.3.5 Example

Example 5 This is the Example 1 of Dolev and Yao’s paper written in BAN Logic
notation. The example that A send a message M to B, but a intruder Z intercepts

the encoded message and forwards it to B.

1. my: A— B :{m}g,

2. my: Z — B:{mlg,

3. my: B — Z: {m}x,

/. B believes A <& B

5. Z believes B <4 Z

6. my: Z sees {m}k,

7. mo: B sees {m}k,

8. B sees m (agent sees rule)
9. ms: Z sees {m}k,
10. Z sees m (agent sees rule)

In this example, the items beginning with m, represent the protocol itself, that is,
the sequence of messages which were exchanged. The others are inferences made with

the BAN Logic syntaz and its derived rules.

2.4 Planning Problem

The planning problem consists of an automated process to check if a goal is achievable,
given the starting state and the defined actions. With the information acquired in
the process, it’s possible to construct the possibility graph [13] [14].

This is interesting for the field of artificial intelligence because it results in a
tree of possibilities given a set of actions and an initial state, with which one can
find a path to reach the intended state. This can be applied in robot and games

programming, for performance analysis, and in some decision making processes.
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Definition 5 The classic planning problem is a tuple (S, Ac, so, Sg), where S is the
set of all possible states, Ac a set of actions, sy € S is the initial state, and Sg C S

15 a set containing the possible goals.

2.4.1 Example

One of the widely known examples in planning problem is the “blocks world”. We
have three blocks A, B and C' sitting on a table and we want stack them in a way
that the C' stay in bottom and A in top. An action can only be applied to one block
at a time, and an upper block is required to move, so you can move the bottom of
the stack. And only one block can stay directly on top of another.

Here we have propositions to represent the table, the blocks (using a variable to
distinguish each one), when a block is on another block or the table (On) and if the
block has nothing on top of it (Clear). Also, the actions are move, when a block
sitting on a table or another block and we move to the top of different block, and

move to table.

e Table;

e Block(x);

On(z,y);

Clear(z);

Action( Move(z,z,vy),

— Precondition: On(z, z) AClear(z) AClear(y) A Block(z) A Block(y) A (z #
)Nz #y) N (@ #y)
— Effect: On(z,y) A Clear(x) A =On(z,z) A =Clear(y) )

Action( MoveToTable(z,x),

— Precondition: On(z, x) AClear(z) AClear(Table) A Block(z) NTable \(z #

z)

— Effect: On(z, Table) A Clear(x) A =On(z, x) A ~Clear(Table) )
It is necessary to specify an initial state and a goal, as follows:

e Initial( Block(A) A Block(B) A Block(C) A On(A, Table) A On(B,Table) N
On(C,Table) N\ Clear(A) A Clear(B) A Clear(C) )

e Goal( On(A, B) A On(B,C) A Clear(Table) A Clear(Table) )

15
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= \ ]
Figure 2.12: Initial state Figure 2.13: Goal

2.4.2 STRIPS (Stanford Research Institute Problem

Solver)

The Stanford Research Institute Problem Solver is a problem solver developed by
Fikes and Nilsson in 1971 [I5, 16]. The language was created with the goal of
implementing efficient operators. It was developed to be a planner for the first mobile
robot controlled by artificial inteligence, “Shakey the robot”.

In Strips, the problem space is formed by an initial state, a set of operator with
their effects, and goal conditions. The search space is a set of all possible worlds
that are transversed to locate a goal. It applies the operators which change the
current state, until it reaches the goal conditions. An operator consists of a set of
preconditions and effects, which can be in a delete list, or an add list.

They introduced the search strategy as a search tree formed by goal, sub-
goals and models generated in process. In this representation, each node has
((world model), (goal list)).

Example

Now we introduce a simplification of example presented by them.
In this example, we can realize the potential of this system. When the robot
receives the task, he use the set of actions given to map all possibilities and analyze

what the sequence of actions must be executed to achieve the goal.
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Room 1

Room 3

Room 2

Figure 2.14: Example of strips - Robot

Initial World

o (VaVyVz)[Connects(x,y,z) = Connects(x, z,y)]

Connects(Door 1, Room 1, Room 3)

Connects(Door 2, Room 2, Room 3)

LocInRoom(d, Room 2)
At(Box 1,a)

At(Box 2,b)

At Robot(c)

Type(Box 1, Box)
Type(Box 2, Box)
Type(Door 1, Door)
Type(Door 2, Door)
InRoom(Box 1, Room 1)
InRoom(Box 2, Room 1)

InRoom(Robot, Room 1)
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e Pushable(Bozx 1)
e Pushable(Bozx 2)

e OnFloor

Operators
e gotol(m): Robot goes to m.

— Preconditions: OnFloor A 3x[InRoom(Robot,x) A LocInRoom(m, x)]
— Delete list: AtRobot(S), NextTo(Robot, S)
— Add list: AtRobot(m)

e goto2(m): Robot goes next to object m.

— Preconditions: OnFloor A 3x[InRoom(Robot, x) A LocInRoom(m,x)| V
JzJy[InRoom(Robot, x) A Connects(m, x,y)]

— Delete list: AtRobot(S), NextTo(Robot,S)
— Add list: NextTo(Robot, m)

e pushto(m, n): Robot pushes object m next to object n.

— Preconditions:  Pushable(m) A OnFloor A NextTo(Robot,m) A
{Fz[InRoom(m,x) A InRoom(n,z)] VvV IJzIy[InRoom(m,x) A
Connects(n, z,y)|}

— Delete list: AtRobot(S), NextTo(Robot, S), NextTo(S,m), At(m,S), NextTo(m,S)
— Add list: NexztTo(Robot,m), NextTo(m,n), NextTo(n,m)

e gothrudoor(k, I, m): Robot goes through door k from room 1 into room m.

— Preconditions: NextTo( Robot, k) A\Connects(k,l, m)ANInRoom(Robot, )\
OnF'loor

— Delete list: AtRobot(S), NextTo(Robot,S), InRoom(Robot,S)
— Add list: InRoom(Robot, m)

Tasks
1. Push two boxes together
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e Goal: NextTo(Bozx 1, Box 2)
e Strips solution: {goto2(Box 2), pushto(Box 2, Box 1)}

2. Go to a location in another room

e Goal: AtRobot(d)

e Strips solution: {goto2(Door 1), gothrudoor(Door 1, Room 1, Room 3),
goto2(Door 2), gothrudoor(Door 2, Room 3, Room 2), gotol(d)}
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Chapter 3

Dolev-Yao Multi-Agent Epistemic
Logic

In Dolev and Yao’s model (seen in section [2.2)), the focus is on reasoning about an
intruder. The idea is mapping possible actions and knowledge acquired by the agents.
On the other hand, epistemic logic (seen in section can formally express what
the agents know about the world. So we attempted to introduce substantial elements
to better represent the information learned by an outsider during communications.

This system is an extension to the epistemic logic of knowledge and beliefs, to
reason about security protocols [I7]. We can use the expressive power of S5 to think
about users’ possibilities, and what an user can discover during communications. More

importantly, what information an intruder can extract from these communications.

3.1 Language

The language is a multi-agent epistemic logic extension. Now, we have expressions
beyond the propositions in the formulas. With this, we can denote keys, pair compo-
sition of information and information encoded under specific key. Also, we have the

same standard abbreviations to express the V, L and <.

Definition 6 The Dolev-Yao multi-agent epistemic logic language consists of an
enumerable set ® of propositional symbols, a finite set of agents A, an enumerable
set of keys IC = {ky,---}, boolean connectives =, A\ and —, and a modality K, for
each agent a. The expressions and formulas are defined as follows:

E:=p|k|(Ey,E) | {E}

where k € IC.

pu=e| T |9 |1 Aps |1 = 2 | Ko
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wheree € E e a € A.

3.2 Semantics

Regarding the semantics, the definitions of frame and satisfaction are the same as
in standard multi-agent epistemic logics. However, three restrictions were added to
the valuation function, which we found necessary for the soundness proof developed

later on.

Definition 7 A frame of Dolev-Yao multi-agent epistemic logic is a tuple F =
(W, ~,). Where W is a non-empty set of states and ~, is a reflexive, transitive and

symmetric binary relation over W, for each a € A.

Definition 8 A Dolev-Yao multi-agent epistemic logic model is M = (F, V). Where
F is a Dolev-Yao multi-agent epistemic frame and V' is a valuation function V :

E — 2V satisfying the following conditions:
1. Vim)NV (k) CV({m}g);
2. V({m}r) NV (k) CV(m);
3. V(im)NnV(n)=V((m,n)).

Definition 9 Given a Dolev-Yao multi-agent epistemic logic model M = (S, ~,, V)
and s € S. The notion of satisfaction M, s E ¢ is defined by:

e M, sk e if and only if s € V(e);

M, s E =@ if and only if M, s ¥ ¢;

M, sE oA if and only if M, s E ¢ and M, s E 1;

M, sE o — 1 if and only if M, s E ¢ then M, s F 1;

M, sE Kyp if and only if for all s € S, if s~y s then M, s E .

3.3 Axiomatization

In the axiomatization, we have the same axioms and inference rules as those from
multi-agent epistemic logic. We have also added the three last axioms of the list

below:

1. All instantiations of propositional tautologies
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2. Ko(p = ¢) = (Kap = Kav),

3. Koo — o,

4. Koo — K. Kup (4 introspection),

5. =K., = K,~K,p (— introspection),
6. mAk—{m}r (encryption),

7. {m} Nk —m (decryption),

8. mAn < (m,n) (pair composition & decomposition).

Inference Rules

M.P. ¢, 0 — ¥ /¢ U.G. p/K,p UB. ¢p/op

where ¢ is a map uniformly substituting formulas for propositional variables.
Lemma 1 The following formulas are theorems of Sbpy :

1. Kim A Kok — K {m},

2. Ko{m}p N K.k — K,m,

3. Kom N Kyn <> K,(m,n).

Proof: This proof is straightforward from axioms [6] [7], [8, axiom [2] and
inference rule U.G. and the the fact that the K, distribuit over the
conjunction (- K,(p A ) <> (Kuo A K1),

A

Theorem 1 S5py is sound and complete w.r.t. the class of Sbpy models.

Proof: The soundness and completeness proof are in section and

section respectively.

3.4 Soundness

Axioms [1} 2, 3} [}, p] and inference rules are standard in multi-agent epistemic logic,

so we only prove the soundness of axioms that we added in system, [6] [7], [8|

Lemma 2 The following axioms are sound.
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1. lFmAk—{m}, (encryption)
2. IF{m}px ANk —m (decryption)

3. lFmAn << (m,n) (pair composition & decomposition)

Proof:

1. Suppose we have a Dolev- Yao multi-agent epistemic model M and
a state w s.t. M,w I- m A k. Then we have that M,w |- m and
M,w Ik k. But this is if and only if w € V(m) and w € V (k). By
condition [1] of definition [§ we have that w € V({m}y) and thus
M,w - {m}y and M,w - m Ak — {m}.

2. (ii) and (iii) are analogous to (i), but we use condition[d and[d of
definition [§ respectively.

A
3.5 Completeness
Here, we have the proof of completeness of our system.
Definition 10 Given a set of formulas I', we say:
1. T' is inconsistent if there ezists a subset {ay,...,a,} C T', such that +-

—(a1 A ... ANay). I is consistent if it is not inconsistent;
2. T 4s maximal if for any formula o, either a € T, or —ma € T';

3. T is maximal comnsistent if it is both maximal and consistent. In this case,
we say that T' is a MCS (Maximal Consistent Set).

Proposition 1 (MCS Properties) Let I' be a MCS. So:

1. for all ¢, either ¢ € T, or —¢ € I, but not both;

2. 1" 1s closed under Modus Ponens: if p € I' and ¢ — 1, then ¢ € I';
3. No, Y, oV €T iff either p €T, ory €17

4. Yo, 0,0 AN e T iff both p € I, and ¢ € T';

5. all theorems of Sbpy CT';

6. ifmeT and k € T, then {m}, € T;
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7. if {m}py €T and k €T, then m € T;
8. (m,n) €T iff bothm el andn €T,

Proof:

- I} by maximality, one of them must be in T';

- |9 suppose i € T, so {p, ¢ — ¢, —p} C T, which is an absurd because
{¢, 0 — ¢, )} is inconsistent. Therefore ¢ € T';

- [3 and [{] analogous to [3;

- [9] for all theorems ¢ € Sbpy, = ¢. Suppose ~p € T, as T is consistent,
[ =¢, which is a contradiction. So —¢ ¢ I'. By maximality, ¢ € T.
Therefore, all axioms of S5py C I'.

- [0, [ and[§ follow straightforward from[d and[J

A

Lemma 3 (Lindenbaum’s Lemma) For any consistent set 3, there is a set X+
such that ¥ C X7 and X is a MCS.

Proof: Let ¢g, ¢1, ¢a, ... be an enumeration of the formulas of our lan-
guage. We define the set X as the union of a chain of consistent sets as
follows:

Y, U{bir1},  if it is consistent

[ ] 20 = E; EZ'Jrl = )
YN U{¢is1}, otherwise

Claim: X s consistent for all k. We prove that by induction on k.
Base Case: ¥y = X is consistent by hypothesis.

Induction Hypothesis: suppose that Y is consistent.

Now, we want to show that X1 is also consistent. By construction,

we have:

5 YrU{ors1},  if it is consistent
e Y U{-¢rs1}, otherwise

By this construction, we have directly that X1 is consistent too.
Therefore, Y, is consistent for all n.
e X" U;>0 %, Now we have to prove that X is a MCS.

YT 4s consistent. Because otherwise some finite subset of the set

Y, € X would be inconsistent, but we just proved that all X; are
consistent. So, X is consistent. (by item[]] of definition[10)
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Y 4is mazimal. Because given any formula ¢, either ¢ € Xy, or
—¢ € Xy, for some k. Then X, C X7, So, X1 is mazimal. Therefore
Xt is a MCS.

A

Definition 11 (Canonical Model) Let A be a set of formulas. The canonical
model M over A is the triple (WA ~2 VA where:

1. WA is the set of all A-MCS;

2.~ the canonical relation, is the binary relation on W, for each agent a € A,
defined by w ~ v if for all formula 1: K € w = 1 € v.

3. VA, the canonical valuation, defined as VA(m) = {w € W*|m € w}, where
me E.

T = (WA~ is called the canonical frame.

Lemma 4 (Existence Lemma) Let I' € W" be MCS such that B,¢ € T'. Then
exists a MCS ¥ such that {p|K.p € T} U {¢} C 3.

Proof: We first prove that A= = {p|K.p € '} U {¢} is consistent.
Suppose that A~ is inconsistent. So, for the finite subset @1, | @, we
have that —=(p1 A -+ A pn A @) is a theorem.
Fa (@1 A Apn A )
Fa @i A Ay — D0, propositional tautology
Fa Ko(p1 A App — —0), Universal Generalization inference rule
Fa Koot Ao AN Ko, — Km0, aziom @

By hypothesis, K,p1 € T, ..., Ko, €T, so0, by property | of proposi-
tion([1l, K,—¢ € T', and also, =B, € I', which is a contradiction. Thus,
A~ is consistent and by lemmal3, there exists a MCS extension X that

extends A~ .

Lemma 5 (Truth Lemma) For any formula ¢, M*,w - ¢ & ¢ € w.

Proof: By induction on the length of ¢.
Base Case: M wlke, iff w € VA(e) iffe € w.
Induction Hypothesis: It holds for |¢| < n: M w Ik ¢ & ¢ € w.
Booleans: follows from the property[1] of Proposition[1].
Knowledge Operator:

25



= Suppose M w IF K¢ (1) and K,¢ € w. So, by marimality, we
have that B,—¢ € w. So, by Lemma [ there exists a v such that
{p|Kop € w}U—=¢ Cv (2); by definition |11 w ~2 v. From (1), for
all w', if w ~* w' then M* w' IF ¢, By the induction hypothesis,
¢ € w for all w' and in particular ¢ € v, which is a contradiction
with (2). Thus, K.¢ € w

< Suppose K, € w and M, w I} K¢, then there exists v such that
w ~Y v and M v |- =¢. But, by induction hypothesis —¢ € v. By
deﬁnition if w~% v, for all formula : K, € w = ¢ € v. So,
& € v, which is a contradiction. Thus, M, w - K¢

A

A

Lemma 6 The canonical model relations ~

are reflexive, transitive and symmetric.

Proof: This follows from the definition of ~* and this proof can be found

a

in epistemic and modal logic literature [7-9].

A
Theorem 2 The canonical model MDY 4s a S5py models.

Proof: First we prove that M1y satisfies the conditions [1], [3, and[q of
definition [8:

e Suppose we have w € V(m) NV (k) for a generic state w € W95pv
So, we have that w € V(m) and w € V (k). Also, M>Y w Ik m
and M0y w |- k, which entails MY w - mAk. Using am’om@
MY w |- {m}. By the Truth Lemma (Lemma|9), we have that
{m}r € w, that is, w € V({m}y). Thus V(m) NV (k) C V({m}y)
(condition [1] of definition ).

e The proofs of conditions[q and |3 of definition |8 are analogous to the

above proof, but we use azioms[7 and[8, instead of b respectively.

Together with Lemma , we are done.
JAN

Theorem 3 - Completeness Let Y be a consistent set of formulas. Then, ¥ is
satisfiable .

Proof: By the Existence Lemma (Lemma , there exists a MCS Xt |
such that © C X% and by the Truth Lemma (Lemmal[3), MM, TF |= .

A
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3.6 Examples

Example 6 We recover the first ezample (example @) from the original paper by
Dolev and Yao. The example that the agent A send a message M to agent B, but
a malicious user Z intercepts the encoded message and forwards it to B. We have
three agents A, B and Z. We assume that Kxy = Ky x for all agents X and Y.

0. KBOI {KAkAB, KBkABa KBkBZ7 KZkBZ7 KAm} initial k;nowledge

1. K.{AB} L1.1

sendap({m}r ,5)

Z intercepts

1. KBy = KByU Kz{m}y,,
sendzp({m}k , 5)
2. KBy := KB U KB{m}kAB
KB{m}kZB L1.1
sendpz({m}rg,)
3. KBg = KBQ U Kz{m}kBZ
Kzm L1.2

The intruder Z knows M

Example 7 We recover the second example ( example@ from the original paper by
Dolev and Yao. A sends a message Mkup to B, and B replies to the intruder with
the same message encrypted with the key that was encoded with the message. Again,

we assume that Kxy = Kyx for all agents X and Y .

0. KBOZ {KAkJAB, KBkABy KBkBZ7 szgz, KAm} initial k:nowledge

KBy F Ku(kap,m) L1.3
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KBOPKA{(kABam)}kAB L1.1

sendap({(kaB,m)}k 4 5)

Z intercepts

1. KBy := KByU Kz{(kag,m)}i,p
sendzp({(kaB,m)}k )
2, KBy := KBy UKg{(kap,m)}rrs
Kg(kap,m) L1.2
Kgm L1.3
KB{(kAva)}kAB L1.1
sende({(kAva)}kAB)l
3. KB3 = KBQUKZ{(kAva)}kAB
K Bs )7/ K;m

Intruder Z does not know the message M

Example 8 We recover the third ezample (example |4]) from the original paper by
Dolev and Yao. A sends a message ({M}y,,,kag) to B and B replies, but the
intruder intercepts the message and starts communicating directly with A. Again, we

assume that Kxy = Kyx for all agents X and Y .

0. KBy = {Kakap, Kakaz, Kpkap, Kzkaz, Kam} initial knowledge
KBO H KA{m}kAB L1.1
KBy Ka(kap, {m}i,,) L1.3
KB() F KA{(kAB7 {m}kAB)}kAB L1.1
SendAB({(kAB»{m}kAB)}kAB)l
1. KBl = KBOUKB{(kAB7{m}kAB)}kAB
KB(kAB) {m}kAB) L1.2
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KB{m}kAB L1.3
Kpm L1.2

Kp{(kap, {m}rsp) thap L1.1
sendpa({(kaB.{m}tr,5)}te,p)

Z inteceptsl

KBy = KBy U KZ{(kABa {m}kAB)}k?AB

KZ{m/}kAB = {(kAB7 {m}kAB)}kAB

Kz{(kaz,{m/}r1) }hus L1.1
sendzA({(kAZ7{m/}kAB)}kAZ)l

KBy := KBy U Ka{(kaz,{m'}r.5) tka,

Ka(kaz, {m'}r.s) L1.2
Ka{m/}ap L1.3
Kam' L1.2
Ka{(kaz, A Yraz) boaz L1.1

sendAz({(kAZ:{ml}kAz)}kAZ)l

KBy := KB3UKz{(kaz,{m'}r,,) }kar

Kz(k‘Az,{m/}kAz) L1.2
Kz{m/}kAZ L13
KZm’ L1.2

Kz(kap, {m}r,z)
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KZ{m}kAB

KZ{ (kAZa {m}kAB ) }k‘Az

sendzA({(kAZv{m}kAB )}kAZ)l

5. KBs := KBy U Ka{(kaz, {m}rap) sz
Ka(kaz, {m}rsp)
Ka{m}e,p
Kim

KA{(kAZ7 {m}lmz)}lmz

sendAz({(kAZa{m}kAz)}kAZ)l

6. KBg := KBs U Kz{(kaz,{m}k, ) kns
KZ(kAZ7 {m}k,qz)

KZ{m}kAz

KZm

Intruder Z knows M
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Chapter 4
Strips Dolev-Yao

One interesting aspect of our work, is that a model checker was developed. We
decided to use the Strips system, since it is a new approach to be explored in this
particular line of work. It allows all the actions included in the language.

With this, we transcripted our logic into the Strips language. We managed to
also include some additional actions in our system which are only at a meta-level.
In this case, however, some restrictions were added to avoid some possible branches

which are not interesting for our analysis.

4.1 Language

In this section we present our Strips Dolev-Yao language. It has propositions, that
represent the agents’ knowledge and the actions already happened. Also, the protocol
actions that are formed by specific preconditions and effects. This actions express
possibilities in communication. We have send, receive, intercept, encryption (enc),
decryption (dec), pair composition (conc) and pair decomposition (dconc). In our
system only “add” effects are modelled without negation in proposition, since there’s
no loss of knowledge.

Propositions:

o knows(x,1)

o sent(i,xq,x2)

e intercept(xs,i, 1, xs)
e received(i, o, x7)

Actions:

send (7, 21, xo)
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Precondition: knows(xy,1)

Effect: sent(i, z1,x2) N — intercepted(xs,i, 1, x2) N — received(i, s, 1)

receive(i, Ta, 1)
Precondition: sent(i,x1,x2) A — intercepted(xs,i,xy, Ts)
Effect: + (knows(xq,1) A received(i,zs, 1))

— (= received(i, xq, x1))

intercept(xs, i, x1, )
Precondition: sent(i,x1,x3) A — received(i, xq,x1)
Effect: + (knows(zs,i) A intercepted(xs,i,x1,x2))

— (= intercepted(xs, i, 21, T3))

enc(z, m, k)
Precondition: knows(xz,m) A knows(z, k)
Effect: knows(x,{m}y,)

dec(z,{m},)
Precondition: knows(x,{m}y,) A knows(x,k,)

Effect: knows(x, m)

conc(x, m,n)
Precondition: knows(x,m) A knows(z,n)
Effect: knows(x, (m,n))

dcone(zx, (m,n))
Precondition: knows(z, (m,n))

Effect: knows(x,m) A knows(x,n)

4.2 Examples
In this section, we translate some of the previous examples into the Strips language.

Example 9 Returning to the first Dolev and Yao’s example. Agent A sends a

message M to agent B. However a intruder Z and forwards it to B.
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knows(A,m), knows(A, kag), knows(B, kag), knows(B, kgz), knows(Z, kgz)
enc(A,m,kAB)\L
+knows(A, {m}r,,)
send({m}kAB,A,B)\L

+sent({m}r,,, A, B)
+-intercepted(Z, {m}y,,, A, B)

+-received({m}g,,, B, A)
intercept(Z,{m}kAB ,A,B)\L

+knows(Z, {m}r,,)
+intercepted(Z,{m},,, A, B)

—=intercepted(Z,{m}y, 5, A, B)
send({m}kAB,Z,B)\L

+sent({m}r,,, Z, B)
+-intercepted(A,{m}x,, Z, B)

+-received({m}y,,, B, Z)
receive({m}y , ,B,Z)\L

+knows(B, {m}r,,)
+received({m}y,,, B, Z)

——received({m}i,,, B, Z)
dec(B,{m}k )
+knows(B, m)
enc(B,m,kpz)
+knows(B,{m}r,,)

send({m}y ,B,2)

+sent({m}r,,, B, Z)

+-intercepted(A,{m}i,,. B, Z)
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+-received({m}tr,,, Z, B)
receive({m}g, ,Z,B)l

+knows(Z, {m}r,,)
+received({m}tr,,, Z, B)

——received({m}ty,,, Z, B)
dec(Z,{m}kBZ)l

+knows(Z, m)

Example 10 Returning to the second Dolev and Yao’s example. A sends a message
Mkap to B, and B replies to Z with the same message encrypted with the key that

was encoded with the message.

knows(A,m), knows(A, kag), knows(B, kag), knows(B, kpz), knows(Z, kpz)
conc(A,m,kaR)
+knows(A, (m, kap))

enc(A,(m,kaB),kaB)

+knows(A, {(m, kap) }kis)

send({(m,kaB)}r 4 5,4, B)

+sent({(m, kaB)}kas, A B)

+-intercepted(Z,{(m, kap) kg, A, B)
+-received({(m, kap) }kass By A)
intercept(Z,{(m,kaB)}k 5 aAvB)l/
+knows(Z,{(m, kag) }kaps)
+intercepted(Z,{(m, kap) tkip, A, B)
——intercepted(Z,{(m,kap) }k,p, A, B)
send({(m,kaB)}k 4 5 ,Z,B)l

+sent({((m, kap)}kap, Z, B)

+-intercepted(A, {(m, kap) }knn, £, B)
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+-received({(m, kap) tkags By Z)
receive({(m,kAB)}kAB ,B,Z)l’

+knows(B, {(m, kap) }kip)
+received({(m, kag) }kan, By Z)

——received({(m, kap) ting, B, Z)
dec(B,{(m,kAB)}kAB)l
+knows(B, (m, kag)
dconc(B,(rmkAB))l

+knows(B,m))

+knows(B, Kap)
conc(B,mkaB)
+knows(B, (m, kag))
enc(B,(m,kap),kaB)

+knows(B, {(m, kap) }ris)

send({(m,kaB)}k o 5,B:Z)

+sent({(m, kap)}kap, B, Z)

+-intercepted(A, {(m, kap)}k,p, B, Z)
+-received({(m, kag) }kaps £, B)
receive({(m,kAB)}kAB,Z,B)l/
+knows(Z, {(m, kap)tkp)

+received({(m, kag) }kaps Z, B)

—=receiwved({(m, kap) }kap, Z, B)

Example 11 Returning to the third Dolev and Yao’s example. A sends a mes-
sage ({M}g,p,kag) to B and B replies, but Z intercepts the message and starts

communicating directly with A.
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knows(A,m), knows(A, kag), knows(A, kaz), knows(B, kag), knows(Z, kaz)

enc(Am,kag)

+knows(A, {m}r,,)

conc(A,{m}kAB kaB)

+knows(A, ({m}k, s, kan))

enc(A,({m}k,5.kaB)kaB)

+knows(A, {({m}k,p, kaB) tkap)

send({({m}kAB akAB)}kAB 7AaB)

+sent({({mYap: kaB) tiag. A, B)

+-intercepted(Z, {({m},p, kaB) }iss, A, B)

+-received({({m}i,p, kaB) Yean, B, A)

Tecewe({({m}kAB’kAB)}kAB’B’Z)l/

+knows(B,{({m}r.p, kaB) }rap)
+received({({m}i,p, kaB) tksp, By A)

——received({({m} k., kaB) tinans By A)
dec(B,{{m}kAB,kAB}kAB)l
+knows(B, ({m}i, . kag))
dconc(B,({m}kAB,kAB))l

+knows(B,{m},;))

+knows(B, K ap)
dec(B{{m},p)
+knows(B,m)

enc(B,m,kap)
+knows(B, {m},;)

conc(B{m}g 4 5.kaB)
+knows(A, ({m}k, s, kas))
enc(B,({m}k , p-kaB).kAB)
+knows(B, {({m}k.ns kaB) }kag)

send({({m}kAB akAB)}kAB 7B7A)

+8€nt({({m}k’,437 kAB)}kAB’ B> A)

+—intercepted(Z, {({m}k,p, kaB) }knsp, B, A)
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+-received({({m} e, kaB) tias, A B)

intercept(Z,{({m}r , 5 ,kAB)}kABB,A)l

+knows(Z, {({m}i,p kaB) tkip)
+intercepted(Z, {({m}x,p, kaB) }knn, By A)

——intercepted(Z,{({m}i,p: kaB) tksp, By A)

cone(Z{({m}r 4 5. kaB) ks pokaz)

+knows(Z, ({{({m}rap, kAB) thap, kaz))

enc(Z7({({m}kAB 7kAZ)}kAB 7kAZ)7kAZ)

+knows(Z, {({{({m}rp: kaB) tkap> Kaz) tiay)

Send({({({m}kAB 7kAB)}kAB 7kAZ)}kAZ 7Z7A)

+sent({({{mkap> kaB) Yhapr Kaz) Yooy Z, A)

—|—ﬂint6rcepted(B, {({({m}k;AB7 kAB)}kABa kAZ)}kAZ7 Z, A)

+_‘received({({({m}k,4m kAB)}kAB’ kAZ)}kAZ’ A, Z)

receive({({({m}k o g:kaB) kg g:542)} k4, vA:Z)l

+knows(A, {({({m}kups kaB) kans ka2) b haz)
—|—received({({({m}kAB, kAB)}kAB> kAZ)}kAZ? A, Z)

——received({({({m}rap: kaB) boap: kaz) tiazs A Z)

dec(A{({({m}kAB,kABmAB,kAz)}kAZl

+knows(A, {({m}r,p, kaB) tins, kaz))

deone(A({({m}s K AB) ks g ,m»l

+knows(A, {({m}r.p, kaB) }kaz))

+knows(A, Kaz)
dec(A{({m}r 5.kaB)}ksp
+knows(A, ({m}r,y, kas))

enc(A,({m}r 4 5-kaB)kaz)

+knows(A, {({m}k,p, kaB) }kay)

conc(A{({m}k 4 5-kaB)}tkyp kaz)

+knows(A, {({m}r,p: kaB) hay kaz))

enc(A,({({m}r 5 -kaB)} k4, kaz),kaz)

+knows(A, {({({m}rap, kaB) Y euys kaz) Yer,)

send({({{{m}r 4 g-kaB)} ks pka2) i 0 AZ)

Hsent({({({m}thas: kaB) thas Kaz) teazs As 2)
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+-intercepted(B, {({({m}rap: kaB) }rass Kaz) ias A, Z)

+_‘r606ived({({({m}kAB> kAB)}kAZ7 kAZ)}kAZ7 Z, A)

receive({({({m}k 4 5:kaB) Yk 4z KA2) k4 7Z:A)l

+know8(Z, {({({m}kABa kAB)}ksz kAZ)}kAZ)
+T€C€ived<{({<{m}’m37 kAB)}ksz kAZ)}ksz Z, A)

—ﬁreceived({({({m}kw, kAB)}ksz kAZ)}ksz Z, A)
dec(Z&({({m}kAB,kABmAZ,kAz)}kAZl
+kn0ws(Z, ({<{m}k,437 kAB)}ksz kAZ))
dconc(&({({m}m,kAB>}kAZ7kAz)>l

+knows(Z, {({m}rp, kaB) tkiy)

+knows(Z, Kaz)
dec(Z,{({m}kABJfAB)}kAZ)l
+knows(Z, ({m}i, s, kan))
deone(Z,({m}y , 5 -kaB)) l

+knows(Z, {m}r,,)

+knows(Z, Kap)
conc(Z,{m}kAkaAZ)
+knows(Z, ({m}i,p, kaz))

enc(Z,({m}x , g.kaz)kaz)

+kn0ws(Zv {<{m}kAB ) kAZ)}kAZ)
send({({m}kAB 7kAZ)}kAZ 7Z9A)

+sent({({m}raps kaz) teass Z, A)

+-intercepted(B, {({m}k,p, kaz) tkay, Z, A)
+-received({({m}ray, kaz) tiay, A 2)
receive({({m}r 4 gkaz)} e, ,A,Z)l

+knows(A, {({m}r.p, kaz) tkay)

+received({({m}r,ps kaz) oays A, Z)
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——received({({m}r,p, kaz) bays Ay Z)
dec(A{({m}r 45 :kAZ)}kAZ)l
+knows(A, ({m}i, s, kaz))
deonc(A,({m}e , 5 ,kAZ))\L

+knows(A,{m}r,;)

+knows(A, Kaz)

dec(A{m} 4 )

+knows(A, m)

enc(A,m,kaz)
+knows(A,{m}x,,)

conc(A{m}y, , kaz)
+knows(A, ({m}r,,, kaz))
enc(A,({m}i , 5 kaz)kaz)
+knows(A, {({m} k., kaz) kay)
send({({m}k 4, ka2)} kg 5 AZ)

+sent({({m}r,, kaz) tiays A, Z)

+—|int6TC€pt€d(B, {({m}kAZ’ kAZ)}kAZ’ A, Z)

+-received({({m}r,,, kaz)tkay, Z, A)

recewve({({m}k , , kaz) e 4 .2,A)

+knows(Z, {({m}r,,s kaz)}kar)
+T€C€ived({({m}k,42> kAZ)}kAZ7 Z, A)

——received({({m}r, . kaz) tkay, 2, A)
dec(Z,{({m}kAZ:kAZ)}kAZ)\L
+knows(Z, ({m}r,,, kaz))
deonc(Z,({m}r 4, ,kAZ))\L

+knows(Z, {m}r,,)
+knows(Z, Kaz)

dec(Z,{m}kAZ)l

+knows(Z,m)
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Chapter 5
Planner

The language we decided to use to implement our Strips Dolev-Yao model checker
was Python 2.

In this process we faced some obstacles, since standard Strips considers every
possibility, whereas for our analysis only certain paths are really interesting. These
other paths are acceptable if you only look at an action level, but they do not make
sense during the protocol execution. For instance, it’s not normal for an agent to
send a message directly to the intruder in the first step.

And at the action construction level, other difficulties arised due to protocol
variety. Since protocol restrictions have to be considered in the definitions of the
actions, for each different protocol different conditions have to be a part of these

actions’ implementations.

5.1 Implementation

The code is divided into several parts. We begin with the main function. This
fragment receives all information, classes and other functions, and joins all of the
aspects of the work, returning the final result.

Then we have the predicates. These are a set of classes, with a class for each
predicate existing in the system. They are a part of the effects and the preconditions
of the actions.

And finally the actions themselves, which are another set of classes implementing
all possible actions of the protocol. Since each protocol has different requirements,
we also have to adjust certain conditions in the code.

Now, we show some parts of the code, with examples of a predicate and an action.

Listing 5.1: The implementation of predicate knows

class Knows(object):
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def __init__(self, x, info):
self . x = x

self .info = info

def listar(self):
if (type(self.info) is Key) or
(type(self.info) is Encoded)
return [’knows’, self.x,
self.info.listar ()]
else:
return [’knows’, self.x,

self.infol

Listing 5.2: The implementation of action send

class Send(object):

def precond(self):
global agents
global messages
global knowledge

global actions

for agentl in agents:

for agent2 in agents:

if agentl != agent2:
for agent3 in agents:
for agent4 in agents:

for message in messages:

key Key (agent3, agent4d)

enc Encoded (message, key)
if Knows (agentl, enc).listar() in knowledge and
not (Sent (enc, agentl, agent2).listar() in
actions):
if ((agent2 == enc.key.xl) or (agent2 ==
enc.key.x2)) or (Received(enc, agentl,
agent2) .listar () in actions):
return [True, Sent(enc, agentl,

agent2) .listar ()]
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return [False]

def action(self):
global agents
global messages
global knowledge

global actions

for agentl in agents:

for agent2 in agents:

if agentl != agent2:
for agent3 in agents:
for agent4 in agents:

for message in messages:

key Key (agent3, agent4)

enc Encoded (message, key)
if Knows (agentl, enc).listar() in knowledge:
if ((agent2 == enc.key.xl) or (agent2 ==
enc.key.x2)) or (Received(enc, agentl,
agent2) .listar () in actions):
actions.append(Sent( enc, agentl,

agent2) .listar ())

5.2 Execution

The results shown after an execution are composed of the evolution of the base
knowledge, and booleans which are true when a goal was reached in the path, and
false otherwise.

If a true value is returned, it means that it is possible to achieve a goal in one of
the paths, and therefore the protocol is not secure.

Figures [5.1] and [5.2] show the results received after running the examples [2] and [3]

respectively.
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»>>>» Planner (Protocol, Enowledge, Goal, Agents, Messages)
[["knows', 'a', 'm'], ['knows', 'a', ['key', 'a’, 'b']h- ["knows', 'bB', ['key', 'a', 'b'
ws', 'a', ['"encoded', 'm', ['key', 'a', 'k']1]1]
[["knows', 'a', 'm'], ['knows', 'a', ['"key', 'a', 'B'l], ["knows', 'b", ['key', 'a', 'b'
ws', 'a', ['encoded', 'm', ['key', 'a', 'B']]1], ['knows', 'a', 'm']]
[['knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'b'll, ['knows', 'b', ['key', 'a', 'b'
ws', 'a', ['encoded', 'm', ['key', 'a', 'B']1], ['knows', 'a', 'm']]
[['knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'B'l], ['knows', 'b', ['key',
ws"', 'a', ['encoded', 'm', ['key', 'a', 'k']1]], ['knows', 'a', 'm'], ['knows', °
[['knows', 'a&', 'm"], ["knows', 'a', ["key', 'a', 'b'l], ["knows', 'b', ["key',
ws', 'a', ['encoded', 'm', ['key', 'a', 'B']]1], ['knows', 'a', 'm'], ['knows',6 '
[["knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'bB'1]1, ['knows', 'bB', ['key', 'a', 'b'
ws', 'a', ['encoded', 'm', ['key', 'a', 'B']]], ['knows', 'a', 'm'"], ['"knows', 'b', ['er
[["knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'bB'11, ['knows', 'bB', ['kev', v, b
ws', 'a', ['encoded', 'm', ['key', 'a', 'bB']]], ['knows', 'a', 'm"], ["knows', 'b', ['er
nows', 'k', ['encoded', 'm', ['key', 'a', 'b'll]l, ['knows', 'a', ['encoded', 'm', ['key
[['knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'b'l], ['knows', 'b', ['key', v, 'p
ws', 'a', ['encoded', 'm', ['key', 'a', 'B']11], ['knows', 'a', 'm'], ['knows', 'b', ['er
nows', 'k', ['encoded', 'm', ['key', 'a', 'k']]], ['knows', 'a', ['encoded', 'm', ['key'
k', ['encoded', 'm', ["key', 'a', 'B']]]l, ['"knows', 'k', ['encoded', 'm', ["key', 'kB', '
[['knows', '&', 'm"'], ["knows', 'a', ['"key', 'a', 'b'l], ["knows', 'b', ['"key', B!
ws', 'a', ['encoded', 'm', ['key', 'a', 'B']11], ['knows', 'a', 'm'], ['knows', 'b', ['er
nows', 'b', ['encoded', 'm', ['key', 'a', 'B']1]1], ['knows', 'a', ['encoded', 'm', ['key
b', ['encoded', 'm', ['key', 'a', 'b']]l]l, ['"knows', 'b', ['encoded', 'm', ['key', 'b',
[["knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'b'1]1, ['knows', 'b', ['key', 'a', 'b'
ws', 'a', ['encoded', 'm', ['key', 'a', 'k']l]], ['knows', 'a', 'm"], ["knows', 'b', ['er
nows', 'k', ['encoded', 'm', ['key', 'a', 'b'l11]l, ['knows', 'a', ['encoded', 'm', ['key
b', ['encoded', 'm', ['key', 'a', 'b']]l]l, ['"knows', 'b', ['encoded', 'm', ['key', 'b',
[['knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'b'll, ['knows', 'b', ['key', 'a', 'b'
ws', 'a', ['encoded', 'm', ['key', 'a', 'B']1], ['knows', 'a', 'm'], ['knows', ' ["er
nows', 'k', ['encoded', 'm', ['key', 'a', 'k']]], ['knows', 'a', ['encoded', 'm', ['key'
k', ['encoded', 'm', ["key', 'a', 'B"']1]], ['knows', 'b', ['encoded', 'm', ["key', 'b", '
'b', ['encoded', 'm', ['key', 'a', 'B'l1l1l, ['"knows', 'a', ['encoded', 'm', ['key', 'a',
[['knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'b'll, ['knows', 'b', ['key', 'a', 'b'
ws', 'a', ['encoded', 'm', ['key', 'a', 'B'1]1], ['knows', 'a', 'm']l, ['"knows', 'bk', ['er
nows', 'b', ['encoded', 'm', ['key', 'a', 'B']1], ['knows', 'a', ['encoded', 'm', ['key'
k', ['encoded', 'm', ["key', 'a', 'bB']]], ['knows', 'k', ['encoded', 'm', ['key', 'b', '
'k', ['encoded', 'm', ['key', 'a', 'B']]], ["knows', 'a', ['encoded', 'm', ['"key', 'a',
1, ['knows', 'B', 'm'], ['knows', 'b', 'm'], ['knows', 'z', 'm']]
True
False

Figure 5.1: Execution of the first Dolev and Yao example
»»» Planner (Protocol, Knowledge, Goal, Agents, Messages)
[["knows', 'a', 'm'], ['knows', 'a', ['key', 'a', 'b'll, ['knows', 'b', ["key',
'a', 'b']1, ['knows', 'b', ['key', 'b', 'z']], ['knows', 'z', ['key', 'b', 'z']]
, ["knows', 'a', <predicates.Concat object at 0x05T7CFF70>]]
False
False
False
False
Falze
False
False
s

Figure 5.2: Execution of the second Dolev and Yao example
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Chapter 6
Final remarks and future works

In this work, we have defined our extension to the traditional multi-agent epistemic
logic, and then transcripted our logic into the Strips language. We have done so, so
that in the next step our model checker could be described and implemented.

The results obtained via our implementation were sound with respect to the logic
definitions and rules. At first, our goal was to extend the logic language itself with
actions, but since our focus lies on model checking, we have quickly realized that a

Strips language would be more suitable for this kind of application.

6.1 Future works

We have outlined some other ways in which our “add” actions can be further
developed in the future. In dynamic epistemic logics, it is easier to see the changes
in kripke models that result from actions happening. It’s also possible to see the
changes graphically.

Another system to be considered is propositional dynamic logic. The main issue
with this language is writing down the actual steps taken. While it’s reasonably
easy to implement, it’s hard to keep track of the evolution on a step-by-step basis.
Therefore, a possible future work extension is to find a way to make this kind of
system more usable in practice.

Beyond the actions models, we outlined an extension based on Simon Kramer’s
article [I§]. In his work, he makes a distinction between two types of knowledge,
named de re and de dicto. The Knowledge de dicto is the standard knowledge of
epistemic logic and represents knows that it is the case that. Also, the knowledge de
re denotes that the agent knows the content of some information.

Another possibility to extend this work is to improve the model checker imple-
mentation, by allowing restriction inputs at a higher level language, and have it

automatically translate it to serve as input for the algorithm.
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Appendix A

Protocols

In this appendix, we present two protocols used as example in the original BAN

Logic paper [2]. We used our logic to authenticate them too. First, we show the

protocol, and then the analysis with our system.

A.1 The Kerberos Protocol’s analysis

A.1.1 The protocol

Message 1.
Message 2.
Message 3.
Message 4.

A—S: A B;

S—A: {Ts, L, K, B, {T, L, Ko, A}k, } Ko
A— B:{T, L, Ky, A}k,,, {A, Tu}k
B— A AT, +1}k,,.

ab?

A.1.2 The analysis

0.

KBy ={KaA, KsB, Kakas, KaTa, Kgkgs,

KpTp, Kzk.s, KTz, Kz Z}

Se”dSA({(T57L7kAB737{(T57L’kAB:A)}kBS)}kAS)L

1. KBI = KBO U KA{(TS7 L7 kAB? B> {T57 L7 kABa A}kBS)}kAS
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KA(T57La kABvB7{T57La kABaA}kBs) L1.2

Ka{Ts, L, kap, Appe L1.3
KA(A,Ty) L1.3
Ka{(A,TA) s L11

sendap({(Ts,Likag,A) kg g A (ATa) iy )

Z intercepts l

2. KB2 = KBl U Kz({(Ts, L, kABa A)}kBS VAN {(TA7A)}]€AB)
For the next step, we have three possibilities:

First, when the intruder Z intercepts the message, he sends it to agent B without

modifications:
2. KBy = KB UKz({(Ts, L, kap, A)Yrps N {(Tas A)brap)
SendZB({(T57L7kABvA)}kBS7{(A7TA)}/€AB)

3. KBz := KBy U KB({(T57 L7 kABa A)}kBs A {(TA7 A)}kAB)
Kg(Ts, L, kag, A) L1.2
KB(TA, A) L1.2
KT [13
KB{TA‘I’l}k:AB L1.1

SendBZ({TAJ'_l}kAB)l
4, KBy = KB3UKz{Ta+ 1};,,

KByt K;Ty+ 1

Intruder Z does not know T4y + 1
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Second, when the intruder Z intercepts the message, he sends it to agent B while
changing the first part of the message. The intruder uses a part of communication

that he could require to server S:

2. K32 = KBl U Kz({<TS7 L, kAB; A)}kBS A {(TA,A)}kAB)
sendZB({(TS,L’,k:ZB,Z)}kBS,{(A,TA)}kAB)l
3. KBg = KBQ U KB({<T5, L/, kZB, Z)}kBS A {(TA, A)}kAB>
Kp(Ts, L' kzp, Z) L1.2
KBsV/ Kgkap

KByt KgTa A A

The communications do not continue. Intruder Z does not know the contents of

these communications.

Third, when the intruder Z intercepts the message, he sends it to agent B while

changing the second part of the message. The intruder uses a shared key required to

server S:
2. KB2 = KBl U Kz<{(Ts, L, kABy A)}kBS A {(TA, A)}/fAB>
SendZB({(T51L7kAB7A)}kBS1{(ZyTZ)}kZB)
3. KB3 = KBQ U KB({<TS, L, kAB; A)}kBS A {(Tz, Z)}kZB)
Kp(Ts, L, kag, A) L1.2
KB3 |71 KBkZB

KBy KgTy N2

The communications do not continue. Intruder Z does not know the contents of

these communications.
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A.2 The Andrew Secure RPC Hanshake’s analy-

SiS

A.2.1 The protocol

Message 1.
Message 2.
Message 3.
Message 4.

A— B: A, {Na}Kab'

B— A: {Na + 17Nb}kab‘

A— B: {Nb + 1}kab'
B = A {Kgp Nitha

A.2.2 The analysis

0. KBy ={Kakaz, Kakap, Kzkaz, Kzkpz,

Kgkap, Kpkpz, KaNa}

KByt Ka{Na}li,,

SendAB({NA}kAB)l

KBy = KByUKg{Na}r.p

KNy

KpNp

sendBA({(NA-l‘l»NB)}kAB)l

2. KBQ = KBluKA({(NA+17NB)}kAB)

K4(Na+1,Np)

K Np

initial knowledge

L1.1

L1.1

L1.2

ar. 8



KA{NB + 1}kAB
sendap({(Np+1)}k,,)

Z intercepts
KBs:=KByUKz{Np+ 1}4,,
sendzp({(Np+1)}k,,)

KB4 = KBgUKB{NB+ ]-}k?AB

KgNp+1
KgNyj
KB{(k;leN/B)}kZB
sendZB({(’f%Bvaa)}sz)l
KB5 = KB4 U KZ{(k;;le N/B)}k?ZB
KZk%B
KzNp
KZ{<ki4B7NlB)}kAZ
SendZA({(kiAB’N/B)}kAZ)l
KBy := KBsU KA{(K\p, Np)}ka,

KN,

Intruder Z can decrypt messages encrypted with k', .
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Appendix B

Model Checking Source Code

Here we present the core of the implementation, and the main elements of examples 1
and 2. The complete code is available on Github. (https://github.com/annaccmo/
StripsDolevYao)

Listing B.1: The implementation of planner

def Planner (Protocol, Knowledge, Goal, Agents, Messages):
Planner (Protocol, Knowledge, Goal, Agents,

messages)

Protocol: actions possibles in protocol.

Knowledge: initial knowledge.

Goal:

Agents: every agents in protocol, including
the intruder.

Messages: messages send in protocol.

) ) )

global protocol
global knowledge
global actions
global goal
global agents

global messages
actions = []
goal = Goal

agents = Agents
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messages = Messages

1

i =

len(Protocol)
0

while 1 < 1:

j =1

knowledge = Knowledge

protocol = []

while j < 1:
protocol.append (Protocol[j])
j=1

j =0

while j < 1i:
protocol.append (Protocol[j])
j=1

stop = False

while not(stop):
stop = True
for action in protocol:
a = action.precond()
if al[0]:
if not(all] in
actions):
action.action ()
print
knowledge
stop = False

if goal in knowledge:
print ’True’
i=1
stop = True
break

print ’False’

i+=1
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Listing B.2: First example of Dolev-Yao
#Example 1 of Dolev-Yao

from dyel_strips3 import *

#Agents

Agents = [’a’,’b’, 2]

#Mensage

Messages = ['m’]

#Protocol

Protocol = [encode, decode, send, receive, intercept]

#Initial Knowledge

kab = Key(’a’, ’b’).listar ()
kbz = Key(’b’, ’z’).listar ()
Knowledge = [Knows(’a’, ’m’).listar(), Knows(’a’,

kab) .listar (), Knows(’b’, kab).listar(), Knows(’b’,
kbz) .1listar (), Knows(’z’, kbz).listar ()]

#Goal

Goal = Knows(’z’, ’m’).listar ()

Listing B.3: Second example of Dolev-Yao
#Exemplo 2 do Dolev-Yao

from dyel_strips3 import *

#Agents

o4



Agents = [’a’,’b’,’2"]

#Mensage

Messages = ['m’]

#Protocol

Protocol = [encode2, decode2, concatenate, deconcat,

send2, receive2, intercept2]

#Initial Knowledge

kab = Key(’a’, ’b’).listar ()
kbz = Key(’b’, ’z’).listar ()
Knowledge = [Knows(’a’, ’m’).listar(), Knows(’a’,

kab) .listar (), Knows(’b’, kab).listar (), Knows(’b’,
kbz) .listar (), Knows(’z’, kbz).listar ()]

#Goal

Goal = Knows(’z’, ’m’).listar ()
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